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How to save your bacon
When WeWork took one too many personal
choices away from its clientele, they voted with
their feet and left. The lesson: Treat your people like
people (and never, ever mess with their breakfast).

I

t all started with bacon. Tiny but tasty bacon
and cheese quiches to be precise. That is where
WeWork’s IPO failure, and I suspect eventual
business model failure, began to happen, long
before a tentative tender was flashed to the
investor market.
It began with the banning of meat, in mid-2018.
At that point, StrategicRISK’s Sydney office
was based out of a WeWork facility. It had been a
bumpy ride in recent months, following the sale
of our original co-working space, Gravity, to global
behemoth WeWork.
Gravity had been a fun place to work, with
barbecues on the harbourside balcony on Friday
afternoon, regular social drinks and, of course, those
tiny quiches dotted on plates around the office to fill
that mid-morning void between ‘too late for breakfast
and too early for lunch’.
At first, the changes were minute and not very
noticeable. A new poster here and there, and a change
of office plants. Then they changed the teabags from
the high-end T2 brand to a low-market supermarket
option. Following the tea was the binning of my
beloved Nespresso machine, which was replaced by
something spitting out the unappetising equivalent
of dirty dishwater into a cup and masquerading it
shamelessly as coffee.
Next we were told that everything had to be done
via an app. Even conversations about the app had
to be conducted via the app. Actual humans on a
reception desk were telling us that if we wished to
speak to the humans on the reception desk, we
needed to make an appointment via the app.
When I asked how to download the app, I was told to
have a look at the FAQs on the app. You can see where
this is going.
But the final straw was the banishment of meat.
WeWork’s then CEO, Adam Neumann, emailed all
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employees and tenants like us (please note we were
not told via the app) that “moving forward, we will not
serve or pay for meat at WeWork events and want to
clarify that this includes poultry and pork, as well as
red meat.”
The company’s co-founder and chief culture officer,
Miguel McKelvey, said the new policy was one way it
could do more to become environmentally conscious.
Now don’t get me wrong. I have no issue with
being environmentally conscious. I recycle. I have at
least one meat-free day a week and I continually tell
my son that if he doesn’t switch off the lights there
won’t be a planet for him to light up when he gets
older. What I do have an issue with, however, is having
my choices decided for me as adult and it seems I am
not alone.
StrategicRISK moved offices this year to join a new
JustCo co-working office – a similar set-up but with
Nespresso machines, individual choice over what we
eat and, best of all, no app.
And guess who came with us? About three-quarters
of our old WeWork office, which is clearly not ideal
when a major part of your business model is cramming
as many people as possible into your space.
In business, feet talk. You need people in order
to make your business work, whether employees or
customers. WeWork’s postponement of their IPO
after lukewarm enthusiasm from investors and a
confusing value differentiation shows what happens
when feet aren’t happy and nor are the humans
attached to them.
Ultimately, I believe WeWork lost its way when it
started making decisions for adults. I hope we can all
take something from WeWork’s mistake. Don’t take
your employees for granted and never assume to
know what they want. Ask. Then listen with both ears
and make sure they know they are valued. Or don’t be
surprised if they start to walk, too.
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“IN BUSINESS, FEET
TALK. WEWORK’S
POSTPONEMENT
OF THEIR IPO
AFTER LUKEWARM
ENTHUSIASM FROM
INVESTORS SHOWS
WHAT HAPPENS
WHEN FEET
AREN’T HAPPY.”
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ANALYSIS > CYBER SECURITY

Will they have to pay?
The ICO has been flexing its
muscles, issuing huge GDPR
fines to BA and Marriott
International. But will their
cyber policies cover them?

T

he Information Commissioner’s Officer
(ICO) is intending to fine the Marriott
International hotel group £99.2m for
breaching data protection law after
exposing 339 million of its guests’
personal data, discovered last November.
In a statement, the ICO said it intended to impose
the fine for infringing GDPR and that it will “consider
carefully the representations made by the company
and the other concerned data protection authorities”
before it makes a final decision.
But with a fine so large, coming so soon after the
ICO announced it was fining British Airways £183m,
will cyber insurers step in to pay these sums?
Clive O’Connell, insurance and reinsurance partner at
McCarthy Denning, notes Marriott has cyber insurance,
but the question of whether any fine is covered is a
vexed one. He says the policy needs to be looked at
as “many will cover fines provided the cover of fines is
allowed” but this may not be the case for all countries.
He tells StrategicRISK’s sister title, Insurance Times:
“In English law, there is a rule that one cannot insure
against one’s own wrongdoing. Clearly one cannot
insure against a criminal sanction. That is against
public policy. One can almost certainly not insure
against a civil fine for one’s wrongdoing. The question is
whether one can insure for a strict liability penalty.”
“This is a fraught question and one that has not
been tested in the context of GDPR. Most commentators
believe that such fines will prove uninsurable. That said,
the size of the Marriott fine is such that, if insurance
exists, we may well see this challenged in court.”
SENDING A MESSAGE
Cyber security consultancy Mactavish believes the ICO
is flexing its muscles in relation to the two fines of BA
and the Marriott. CEO Bruce Hepburn says: “Two ICO
announcements of this magnitude in quick succession
make clear the landscape is seriously changing. This
should be a clear sign to companies that they need to
have robust programmes of insurance in place that can
respond to the defence of an ICO investigation.”
“Companies should not just assume cyber insurance
will provide cover. The reality is far more complex. Cyber
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insurance can be incredibly valuable to hold in this
scenario: even though ICO fines are broadly uninsurable
in the UK, good cyber insurance will go so far as covering
defence costs, customer compensation and various
wider costs of responding to a data breach incident.”
“Legal defence costs are likely to be significant if fines
continue to escalate, especially where ICO decisions are
contested. So companies need to ensure that the levels
of cover that are in place are meaningful. Companies
should ask themselves whether they are buying enough
insurance to cover these costs and all the expenses that
can be incurred in the event of a breach.”
ALL POLICIES ARE DIFFERENT
Hepburn goes on: “But cyber is also a relatively
immature and highly complex insurance product. There
are enormous differences in what policies cover and
how that cover works. The circumstances of Marriott
International’s data breach – discovered recently, but
occurring many years ago, before Marriott’s acquisition
of the company – could create multiple challenges to
securing cover. Companies facing similar situations
might be surprised to find the cyber insurance they
purchased is not as reliable as they supposed.”
“Across corporate insurance of all classes, insurers
dispute nearly half of all large and complex claims.
For an immature market like cyber, faced with rapidly
evolving risks and what looks like a stark change in
stance from the regulator, it is safe to assume this
number will be higher still over the next few years.”
Laetitia Fouquet, global head of cyber at Charles
Taylor Adjusting, tells Insurance Times: “It is for many a
surprising result and sets the path for more fines should
organisations not extend their due diligence to protect
data acquired at the time of M&A. It broadens the
accountability and legal duty when acquiring, but while
it may appear unfair to some, the main aim of GDPR
has always been to protect data subjects against the
misuse of their information.”
Hepburn warns: “All businesses would be
well advised in light of these developments
to reconsider the case for cyber insurance
if they don’t currently hold it. It is
essential that they take a close look at
the details of the terms and conditions
and are clear on what they are and are
not covered for.”
“Failing to do so and then being hit
with an investigation and fine of this
level would leave boards exposed to an
accusation of negligence in
managing what is now a very
high-profile exposure.
The ICO is clearly
getting very serious
indeed, and boards
need to take notice
before it’s too late.”
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“MOST BELIEVE
THAT SUCH FINES
WILL PROVE
UNINSURABLE.
THAT SAID, THE
SIZE OF THE
MARRIOTT FINE
IS SUCH THAT, IF
INSURANCE EXISTS,
WE MAY WELL SEE
THIS CHALLENGED
IN COURT.”
Insurance and
reinsurance partner,
McCarthy Denning
Clive O’Connell

Australia must be on red alert
The country’s reliance on operational
technology to run its water, energy and
transport services leaves Australia highly
vulnerable to cyber attack, warn experts.
“IT’S A QUESTION
OF WHETHER
CYBER RISK IS
BEING TREATED
AS THE NUMBER
ONE RISK. I
WOULD ARGUE IT
SHOULD BE.”
Director, Cynch Security
Susie Jones

A

ustralia’s critical industrial infrastructure
is at heightened risk of cyber attacks
due to increased connectivity across
production and supply lines, risk
experts have said.
The introduction of the industrial
internet of things (IoT) across production and supply
lines is likely to lead to a broader number of cyber risks
and potential attacks.
In the wake of Petya malware attacks in 2017,
infrastructure providers are on red alert for potential
malicious cyber incidents. According to the Australian
Criminal Intelligence Commission, cyber crime costs the
economy $1bn annually in direct costs alone.
Craig Searle, the founder of cyber security
consultancy Hivint, says energy security is an “ongoing
concern”, “whether it be the ability to get access to the
necessary resources and technology required to provide
energy at scale, or the risk of disruption to established
and relatively reliable energy infrastructure”.
He adds: “Disruption via deliberate means will
undoubtedly become a more attractive attack vector
during times of conflict or escalated tensions between
nations due to its asymmetric and highly visible nature.”
WHAT ARE WE DOING ABOUT IT?
Searle says the “potential for disruption and failures”
could hit Australia the hardest. He called on critical
infrastructure operators to make a concerted effort on
cyber security. “An industry-wide focus is necessary
to recognise the risk to the sector through poor cyber
security practices and the potential for significant
disruption that may occur as a result.”
Susie Jones, director and co-founder of Cynch
Security, believes the nation’s infrastructure
operators are aware of the threat and are subject
to “thousands, if not millions” of attacks per day.
She says the cyber attack prevention work
already conducted by infrastructure companies
should “not be underestimated”. However, she
warns the impact could be huge if operators
fail to keep on top of the issue. “There’s some
comfort to be taken in the fact there hasn’t been
a large outage, but that’s not to say it won’t
happen in the future. There will be incidents, like
there are in every business.”

Jones adds: “A worst-case scenario there could be
a major power outage or hit to the water supply, and
that threat cannot be underestimated. It’s a question
of whether cyber risk is being treated as the number
one risk [by industrial infrastructure operators]. I would
argue it should be.”
“We have such a large landscape, and it is just such
a difficult issue to sort out. The Internet of Things and
greater connectivity brings us under greater threat.”
Neil Smith, a senior figure at Schneider Electric,
recently warned of the grave threat facing Australian
infrastructure operators. Smith believes the infra sector
“needs to lift its cyber security game or face devastating
consequences”. He asserts that businesses need layered
defences against cyber attacks.
GOTTA GO FURTHER THAN CORPORATES
Jones believes the threat could come from statesponsored actors as well as opportunistic criminals.
“There’s a lot of money to be made, so naturally they
are going to be a target. But there’s no shortage of
threats that come from [states] as well.”
She says infrastructure operators need to take a
“holistic view” of their computer systems “and what
they are connecting” to their systems. “It’s about
understanding the entire network and assets, and what
goes into the data systems of critical operations.”
Jones thinks infrastructure operators need to go
further than corporates. “Depending on the criticality of
your company, as well as to the nation, you will need to
gold-plate things a lot more.”
Schneider Electric’s Smith calls for mandatory
reporting on cyber breaches affecting national
infrastructure. He says Australia should follow the UK
and Europe by introducing risk-based cyber security
management for operational technology systems.
Jones says regulation could encourage best practice
on the topic. “Enforcing regulation only goes so far in
protecting the asset. But it can make discussions easier,
and help when it comes to allocating budgets. For any
operators with competing priorities, regulation could
help them get the budget they need.”
AUTHORITIES SLOWLY STEPPING IN
Searle believes Australian authorities will sharpen their
focus on infrastructure cyber risk in the coming years. “In
the energy space, the Australian Energy Market Operator
(AEMO) has taken on a more active and visible role
in managing the cyber security posture of the energy
marketplace as a whole, which is a positive change.
It has stopped short of regulation yet, but there are
encouraging signs around the federal government via
AEMO gaining improved insight into the cyber security
posture of energy market participants via the release of
the Australian Energy Sector Cyber Security Framework.”
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Can he fix it?
A life-long drive to discover what is
broken and make it right has taken
BHP’s Robb Eadie all around the world.
Now his sights are set on transforming
the risk profession. Meet: The fixer.

“B

y nature, I’m a fixer,” says Robb Eadie,
chief risk officer at multinational
mining, metals and petroleum
company BHP, as he takes off his
distinctive hat and places it carefully on
the table in front of him, before shifting
it slightly once more to straighten it.
“Whether it’s fixing motorcycles in the garage, fixing
risk systems in BHP or fixing human systems in terms
of people and culture, it doesn’t really matter to me. I
just like fixing things.”
It is hard not to like Eadie from the moment you
meet him. His strong Glaswegian accent, sharp wit,
charm and self-deprecating humour make it easy
to forget we are here in a little windowless room
in Melbourne. For a man whose 36-year career has
spanned a dozen roles in an astonishing 18 countries,
it is really hard to know where to begin to unpick his
life. So we simply start at the beginning.

FROM MEDICINE TO OPERATIONS
“Throughout my childhood, I wanted to be a doctor. I
went to Glasgow [University] and lasted one term.
University is a huge transition for any young person and
I struggled to connect with the people I was placed with.”

“THE BEAUTY OF
THE CONSULTING
MODEL WAS THAT I
GOT TO TELL LOTS
OF ORGANISATIONS
WHAT WAS
BROKEN… BUT
WHAT WAS MISSING
FOR ME WAS I
DIDN’T GET TO FIX
IT. BHP WAS THE
FIRST TO ASK ME
TO FIX IT.”
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Eadie is searingly honest about his decision to
drop out of medicine or “human engineering” as he
jokingly dubs it. “My dad is Sri Lankan and my mum
is Scottish. I felt different in many places in Glasgow
because a mixed race background was not something
that was openly welcomed at that time, and even less
so in the upper echelon of medicine.”
“I decided I didn’t like medicine and went to do ‘proper
engineering’ – that is, chemical engineering – at the
University of Strathclyde. It was a change of university
and a change of focus and I never looked back.”
Eadie pauses slightly, amending ruefully: “Actually,
there have been moments where I briefly regret the
decision, because I think it would’ve been nice to
deliver treatment but it was never to be, sadly. I’ve
done very well for myself doing what I’ve done.” And
just like that, his infectious smile returns.
WORLD TRAVELLER
Eadie’s career really began in operations roles, which
took him all over the world, quite literally. He takes a
deep breath to explain: “From the UK, in Scotland, I
went to Canada, moved back to London and then
joined BP back in Scotland.”
“And from Scotland I went to Lavera in France,
then to Düsseldorf, and Düsseldorf back to London.
Then from London I went to the US for the first time,
to Cleveland, Ohio. From Cleveland I went back to
Scotland, and then to South Africa. South Africa
to Singapore, Singapore to Houston, Texas, then
to London, and London to Turkey. After Turkey I
went back to London again. And from there back to
Singapore, before a short spell in Perth, Australia and
then back to London.” Phew.
Dare we ask, how did you end up in Melbourne?

“THE 2 A.M.
INTERNAL
CONVERSATION
DOESN’T OFTEN
OCCUR BECAUSE
I’M EITHER STILL
AWAKE TRYING TO
FIGURE OUT HOW
TO FIX SOMETHING.
OR I FOUND A
WAY TO FIX IT
AND SO WHEN
IMPLEMENTATION
MOVES IN I SLEEP
LIKE A BABY.”

Eadie laughs: “Well, this actually came about quite
interestingly. I knew that I had the opportunity to
take all this risk experience I had gained but I also
understood what I wanted to do in the latter stages of
my career, so I set up a consultancy and did some work
with various organisations, from Apple through to Shell.
It was a whole variety of organisations over a three-year
period, the last of which was BHP.”
“The beauty of the consulting model was that I got
to tell lots of organisations what was broken and what
they have to fix. I was very good at telling them what
was broken.” He laughs again, then adds: “But the
downside of it and what was missing for me, as a fixer,
was I didn’t get to fix it. They paid me for my knowledge
and my information, but as a fixer that really doesn’t
satisfy. BHP was the first to ask me to fix it.”
MIXING MODELS AND BLAZING TRAILS
In terms of mending things, which model does Eadie
subscribe to – traditional or agile risk management?
“I’m probably a one stroke, two stroke, three,” he says,
smiling. “Okay, let me explain. I do recognise that
there’s a definitive place for risk registers and the
rest of the traditional tools. But a risk assessment, for
example, you can do in a relatively agile way, and the
same with a risk review.”
“I also like to solve and fix issues that remain in my
opinion unsolved. So the conundrum of risk appetite,
for example, is where many people have to use the
binary analogy you gave, either a one model or a
two model. One model is a generic paragraph
statement that says we take risk wherever we choose
to take it and we manage it properly. Full stop.
Model two is a 184-page analysis and quantitative
assessment of which risk and what value and what

LESSONS SOUGHT FROM SAMARCO LEGACY
On 5 November 2015, an iron ore mine tailings dam in south-eastern Brazil, operated by Samarco (a subsidiary of BHP and
Vale) suffered a catastrophic failure, devastating the town of Bento Rodrigues with mudflow, killing 19 people and displacing
more than 700. Though this occurred prior to Eadie joining BHP, we asked for this reflections on handling such tragedies.
“One thing as a fixer is to be able to
repair these things that have gone
wrong and make sure they don’t go
wrong in future,” says Eadie. “This is
the one part that satisfies me most in
doing the job that I do. No matter how
big or how small the disaster, there’s
always learnings to be had. In my
opinion, many organisations are not
great at truly being willing to learn.”
“We talk about lessons learned,
we demonstrate lessons learned,
we document lessons learned. One
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element of this, in my experience, is
that the same symptoms lead to the
same outcomes. Many organisations
treat the symptom without treating
the cause, so consequently the
cause remains undiagnosed and the
symptoms reappear at some point
in the not-too-distant future. My
overriding principle is: Don’t treat the
symptom, treat the cause.”
He continues: “The second part
of that is many organisations don’t
actually look at eliminating the risk,
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as opposed to managing the risk. The
first phase is: Can I eliminate this? Yes,
tick. If I can’t eliminate it, I then have
to prevent it. Tick. If I can’t prevent it,
then I have to mitigate it. Tick. That’s
the order. It’s a fixer thing, as opposed
to: ‘How can I better manage this?’”
“Having said that, I can’t get rid
of everything, because some are a
strategic imperative or an integral
part of the business. Obviously, it’s
very difficult to get rid of a mine if
you’re a mining company.”

KRI and what metric and all the rest of it.”
“Neither of those worked for me, because
model one isn’t enough and model two feels too
cumbersome. In my view, risk appetite is a bit like a
cake recipe in that it has many ingredients. It’s why
my solution to the risk appetite at BHP is a 10-page
document. That 10-page document links to the risk
categories, which have executive ownership. In turn,
that executive ownership is directed by the qualitative
statement, which is defined by the board. That then
goes to the 51 group risks, which then cascade to 770
KI’s.” He pauses to take a breath.
Eadie’s enthusiasm is clearly evident, but is it
really this easy to achieve? He thinks so: “It’s a very
simple process that allows you to see quite clearly
and quite categorically what the appetite of the board
is and how management has interpreted that and
implemented that. So you can see why I have an
element of traditional, and I have an element of agile,
but I actually also like to solve the conundrums that
currently exist.”
Innovation is clearly a driving force behind
his enthusiasm but it doesn’t come without its
complications, admits Eadie.
“The problem with fixing, especially in the
innovative world, is most organisations and most
corporate professionals will ask you a very basic
question when you innovate: ‘Who else does this?’ If
the answer is no one, because it’s new, then invariably
they will say, ‘Well, we should wait until somebody
does it and then we’ll just let them do the learning.’”
“It’s more challenging and it can be more risky
in terms of setting yourself up for some degree of
challenge, scrutiny and analysis. But that’s what risk is
all about. Risk is about taking the right sort of risk, not
taking no risk.”
But is the struggle worth the reward? “It’s
rewarding to me because it’s my passion. So, if I see
something that I think needs fixing then I’m barely
unable to stop myself from doing so. But I don’t think
that’s the case for most people.”
HIS DEFINITION, AND REDEFINITION, OF RISK
We move on to the inevitable question of the
perception of risk management as a profession;
another area Eadie has strong views on.
“The perception that risk is just a compliance
exercise… the truisms, or the equations as the
engineer in me would say, that define my approach
to risk are: You need good process plus capable
people. Plus a culture that rewards, acknowledges and
encourages and incentivises the right sort of behaviour.
Variability equals cost plus risk, and performance
equals process plus capability plus culture. Those
are my learnings, which I take from the many, many
incidents that I’ve had to deal with in my career.”
The sheer breadth of Eadie’s experience means he
approaches his ‘worst-case scenario’ situation in a
very different manner to many risk managers. “The

2 a.m. internal conversation
in my own head doesn’t often
occur because I’m either still
awake trying to figure out how
to fix something anyway, or I
I
found a way to fix it and so when
implementation moves in I sleep
like a baby. I’ve had lots and lots
of bad things happening in both
my career and in organisations
that I’ve been in. Invariably, if
you’re thinking about it, you
shouldn’t be thinking about it,
you should be fixing it.”
On that note, Eadie has his
sights set on transforming the risk
profession. Like StrategicRISK, he
believes the changing nature of
risk means risk management also
needs to change.
“I think we should be pursuing
and supporting the creation of risk
as a professional endeavour in the
same way as accounting or law or
engineering. I don’t think we are
joined up as a faculty from a
thought process perspective
and I don’t think we’ve sorted
the theory. I want the basic
principles and tenets of
what it is we do to be clearly
articulated.”
“I would like to see a situation where we as a faculty
have leaders in this arena and actually get our act
together and start structuring it as a subject matter in
its own right.”
But Eadie is not marching blindly into the abyss and
is acutely aware of the profession’s limitations. “I’m still
waiting to see whether it is a vocational categorisation.
Let’s be honest, I don’t think you spend your childhood
wanting to be a chief risk officer in the same way I
spent my childhood wanting to be a doctor. However, I
do think it is similar to wanting to be an engineer. It is
quite an ancient activity that is only newly developed
as a profession; that is the way I’d articulate it.”
So where to next for this fixer? He probably won’t
be at BHP forever, he admits. “My track record says I
fix things and I go. Do I ever think I will stop being a
fixer? No. I’ve not stopped in 36 years and I don’t see it
changing any time soon.”
“One of the downsides of being the way I am is once
I’ve fixed it, I just move on and do something else,
which is why I’ve done so many roles in my life, in so
many places in my life. I quite like the process of fixing
but once that’s done, I’m not afraid to move on. This is
something again that a lot of people have as a barrier,
but I don’t.”
We would say “watch this space” but chances are,
Eadie will be on to his next fixer-upper.
www.strategicrisk-asiapacific.com < Q3 2019 ASIA PACIFIC EDITION StrategicRISK
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Crooked construction
China’s ambitious Belt and Road Initiative means huge opportunities
for developers and investors. But with so many infrastructure
projects in developing countries beleaguered by corruption and
crime, can this one stay on the straight and narrow?

C

hina’s Belt and Road Initiative (BRI), first
announced by President Xi Jinping in
2013, is a global strategy designed to
connect the Asian superpower with key
trading partners across Asia, Africa and
Europe. The major project aims to boost
economic growth and integration between China and
other nations. Roads, railways, bridges, tunnels and
shipping lanes are planned across the continents, as
China invests heavily in global infrastructure.
The huge BRI project is expected to require
investments of more than $1 trillion, and aims to
revive the Silk Road, an ancient network of trading
routes said to have been used by Chinese dynasties
thousands of years ago. China is planning or carrying
out construction projects in more than 60 different
countries as part of the plan.
President Xi’s signature foreign policy initiative
presents an exciting opportunity for infrastructure
developers and construction companies. But
despite its vast potential, the World Bank fears
the BRI could be hampered by transparency

and corruption risks that are common to major
infrastructure projects.
INHERENTLY RISKY
According to a June report from the World Bank,
China needs to adopt “deeper policy reforms” to
combat corruption, a lack of transparency, and
environmental and social risks, if BRI is to be a real
success. The report pointed to opaque deals favouring
Chinese companies and questioned the openness of
procurement processes.
The World Bank’s Belt and Road Economics
Report says building infrastructure is “inherently risky”,
and challenges China to improve its processes for
tackling corruption.
“Mitigating these risks will require improvements
in data reporting and transparency, especially around
debt. It will require open government procurement

“[ENVIRONMENTAL,
DEBT AND
CORRUPTION
RISKS] COULD BE
EXACERBATED
BY THE LIMITED
TRANSPARENCY
OF THE INITIATIVE,
AND THE WEAK
ECONOMIC
FUNDAMENTALS
AND GOVERNANCE
OF SEVERAL
PARTICIPATING
COUNTRIES.”
The World Bank’s Belt and
Road Economics Report

ANALYSIS > CORRUPTION

WORLDLY WISDOM:
ENVIRONMENTAL RISKS
Aside from transparency and corruption
risk, major infrastructure projects
encompass a wide range of environmental
risks and liabilities.
The World Bank’s Belt and Road Economics
Report cites the following major risks
faced by the BRI across its vast potential
network:

CHINA’S BELT
AND ROAD:
THE STATS

$8trn

The BRI project’s
potential value*

60

countries are expected to
do business with China as
part of the Initiative

34%

of BRI projects will be
deployed in east Asia
and the Pacific**

46%

of BRI investments are
expected to go into
energy and electric
power**
*Source: Hillman
**Source: Bandiera and
Tsiropoulous, 2019
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• Greenhouse gas emissions from energy
projects
• Pollution from traffic, raising air and
noise pollution
• Alternation of habitats at the expense
of biodiversity
• Topographical or hydrological damage

and adherence to high social and environmental
standards,” the report says.
The World Bank says the BRI risks environmental
damage, debt and corruption if improvements
are not made. “These risks could be exacerbated
by the limited transparency and openness of the
initiative, and the weak economic fundamentals and
governance of several participating countries,” the
report says.
The World Bank called on China to improve
transparency and put “ambitious reforms” in place.
“Achieving its full potential will depend on the
establishment of policies and institutions that will
mitigate risks and support complementary reforms.”
China has downplayed fears the BRI could be
high-risk. The Chinese government hosted its second
Belt and Road Forum for International Cooperation in
April. At the conference, China launched an “Open and
Clean BRI” initiative to promote its transparency and
integrity. The country promises the BRI will adhere to
the UN Convention Against Corruption.
TRANSPARENCY AT TENDER
Yet major infrastructure projects are always complex
and fraught with risks. Lack of transparency and
corruption are among the top concerns shared by
senior risk professionals.
Vladimir Kilinkarov, Ph. D, who is head of the Russia
Public-Private Partnerships practice for law firm Dentons
Europe, says corruption and transparency issues in
infrastructure projects begin at the tender stage. He says
this is a common issue in emerging markets.
“The first transparency issue accompanying
most major infrastructure projects in emerging
markets relates to the development of the tender
documentation. The easiest way for an unfair
participant to ensure a good position in the tender is
to lobby restrictive requirements.”
He adds restrictive requirements on “the financial
condition of participants”, as well as requirements on
technologies, materials and equipment, can restrict
the number of competing parties.
Kilinkarov says governments should develop
“standard recommendations” for tenders. He believes
tenders should be overseen by an “antitrust public

service”, “which should be more or less strict depending
on the condition of competition in a particular market”.
PLAYING MONOPOLY
Meanwhile, dominant local players can restrict access
to major infrastructure projects in some emerging
markets, Kilinkarov says. “In emerging markets, major
infra projects can be divided between a number
of powerful groups, and the infrastructure in these
countries can show signs of oligopoly dominated by a
number of companies, groups or oligarchs, which try
to restrict access to the market for others.”
He adds: “In these cases, corruption is a way to
maintain this oligopoly and status quo between
competing groups. We may see corruption traces
in the tender documentation, tender evaluation,
contract terms and conditions, and changing the
contract in favour of the contractor.”
Risk managers say major infrastructure projects
are generally more challenging and subject to greater
corruption and crime risks.
“Large projects are the worst,” says one risk
manager at a leading European construction
company, who asked not to be named. “They are
all so complex and have the same challenges. Infra
projects that are criticized by the public also present
more challenges, with potential for sabotage.”
The risk manager says criminal activity is also a
common risk on major projects, in both developed and
emerging markets. “The main risk in larger projects is
the potential presence of black labour, followed by fake
invoicing. We know the construction industry attracts
criminals, so constant follow-up and background
check-ups on subcontractors are essential.”

“WE MAY SEE
CORRUPTION
TRACES IN
THE TENDER
DOCUMENTATION,
TENDER
EVALUATION,
CONTRACT TERMS
AND CONDITIONS,
AND CHANGING
THE CONTRACT
IN FAVOUR OF THE
CONTRACTOR.”
Head of Russia PublicPrivate Partnerships
practice, Dentons Europe
Vladimir Kilinkarov

WHAT CAN YOU DO?
The risk manager says having a “tight HR process”
when recruiting staff is “crucial”.
“Failing to recruit the right staff, and the risk of
appointing criminals in projects, will most definitely
lead to a vaguer control of subcontractors and
suppliers,” the risk manager adds.
While it is challenging to mitigate transparency
and corruption risks on major infrastructure
projects, Kilinkarov believes developers and national
governments can take steps to minimise potential
issues. “The first is using respectful tender practices,
such as the ones used by international financial
institutions (IFC, EBRD, etc.),” he advises.
“The second is the government’s effective control
of granting the projects and their implementation. And
the third is developing competition in construction and
other infrastructure industries, giving access to different
national and foreign investors.”
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AWARDS 2019
Stand out from the crowd

Each year, we take the time to celebrate the
achievements of the best, brightest and hardest
working in the risk management industry and this
year is no different.

S

trategicRISK has been celebrating
innovation and excellence in risk
management since 2003 and more than
100 organisations and individuals across
Asia-Pacific, Europe and the Middle
East have now been recognised by
StrategicRISK for their important contributions to
the risk management industry.
Our Asia-Pacific Risk Management Awards
are dedicated to spotlighting and rewarding
organisations and individuals who have really
gone the extra mile, and with measurable results,
to introduce or improve their risk management
strategies.
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The awards are independently and rigorously
judged by a panel of risk experts from across the
region. All companies compete equally – size
doesn’t matter here. It is commitment and
effectiveness that make our winners truly stand
out from the crowd.
A record number of entries were received in
2019, with judges widely praising all entrants for a
significant step up in the standard of entries.
StrategicRISK Asia-Pacific editor Lauren Gow says:
“The calibre of entries was extremely high. Our judges
have shortlisted only three entrants per category this
year, so to make it this far is a real achievement and
something to be very proud of.”
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our judges
Thank you!
We want to say a huge thank you to all of our
esteemed judges. None of this would have been
possible without the generous time given and
dedication shown by our specially selected panel
of judges. Each one of you took time out of your
busy working days to attend judging sessions and
dedicated hours of your precious personal time to
reading through the record number of submissions we
received for this year’s awards.
We hope you will agree to join us again to help
handpick our winners in 2020.

TOM COHEN

EAMONN CUNNINGHAM

CHRIS CORLESS

Group head of risk management,
Swire Pacific

Director and risk management
consultant, 15B Pty Ltd

Associate director, enterprise risk &
audit leader, KPMG

PATRICK ABDULLAH

KEVIN BATES

IAN MAY

Vice president, enterprise risk
management, Astro Overseas Limited

Group head of risk and insurance,
Lend Lease

Group insurance manager, Ventia

KIMBERLEY PELLY

RYAN TAN

General manager, risk and safety,
PCYC Queensland

Vice president, mergers &
acquisitions, StarHub

IRENE LYE

VICTORIA TAN

Head, enterprise risk management,
Ascendas-Singbridge

Head, group risk management and
sustainability unit, Ayala Corporation

Vice president, finance and head
supply chain, Shangri La Hotels &
Resorts

JEFF YEO

DAVID RALPH

CHAD MILLER

Project & risk control practitioner,
global financial institution

Senior vice president, risk
management, PCCW Ltd

Independent risk consultant

ROLAND TEO

STEVE TUNSTALL

Deputy director, enterprise risk
management, Singapore healthcare
provider

CEO, Inzsure

DEBORAH D’SOUZA
Manager of group insurance,
Commonwealth Bank

PARIKSHIT SEN GUPTA

TRUDI DE VRIES
Director of risk, UNSW

ALEXIA HOUSTON
Head of insurance & risk, Clayton Utz
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RISK MANAGER
OF THE YEAR
WINNER

Suchitra Narayanan

Renaissance woman
For Suchitra Narayanan – accomplished dancer, nimblefooted, creative risk manager, and the 2019 StrategicRISK
Awards’ leading lady – risk management is a dance, and being
part of changing risk her most captivating performance yet.

A
“

I WAS LUCKY
TO HAVE CUT MY
RISK MANAGEMENT
TEETH IN A
MARKET LIKE
LONDON BECAUSE
YOU DON’T GET
TO BE STAGNANT
THERE. WHETHER
YOU LIKE IT OR
NOT, YOU ARE
NATURALLY GOING
TO BE PART OF THE
#CHANGINGRISK
MOVEMENT.

highly skilled Bharatanatyam and
Odissi dancer, MasterChef contestant,
who is highly perspicacious and
blessed with a wicked sense of
humour, it almost seems like an
afterthought to talk about Suchitra
Narayanan’s risk management credentials.
And yet, that is precisely why we are here.
Narayanan is nothing short of extraordinary. But
don’t try to tell her that as you will be met with a selfdeprecating eye roll. Her down-to-earth nature makes
her someone you want to invite to dinner with your
family or maybe a picnic with on the weekend.
Born in Malaysia’s capital, Kuala Lumpur,
Narayanan actually then spent the first four years of
her life in “deepest, darkest Wales” (to use her words).
She laughs as she says: “Can you imagine me with a
Welsh accent?”, at least going some way to explain
her cut-glass Queen’s English. Her father, a doctor
in training at the time, was gathering experience in
different environments; something Narayanan has
made a point of continuing in her own career.
After moving back to Kuala Lumpur to continue
her schooling, she eventually found her way to
London to study economics at UCL. When asked if risk
management was where she wanted to end up, she
says: “No, I thought I would end up a lawyer or more
likely, a chef. Definitely not in risk management.”
Why economics? “I felt it was going to give me a
pretty broad education without me really knowing
what I wanted to do. But when I finished, I took a gap
year to dance.” Again, not risk management.
FALLING (ELEGANTLY) INTO RISK
Narayanan is coy when asked why she didn’t take up
dancing professionally, quipping “only one in a million
make it in the arts”. And so Narayanan took a more
predictable path into chartered accounting, where she
remained as an auditor for the next three years.
If you are thinking this all sounds a little dull, you
are not alone, Narayanan is the first to admit. “I was
told it was really sociable but it turns out it is the least

sociable job ever and I thought: ‘What am I doing?’”
Three years in, Narayanan had had enough of
auditing and was looking for a new challenge when
along came a risk role in the banking industry.
“It was around 2005 and risk management was just
about a term that people were becoming familiar with,
but not really. Banking was starting to develop it. So
why, and how, did I get into it? By accident,” she laughs.
“To be honest, I didn’t know what it was, I just thought:
‘Here’s an opportunity to do something new, figure out
what it is that people are doing and why it’s important.’
That was really my grounding in risk management.”
A conversation at a friend’s wedding then led
Narayanan back home to Kuala Lumpur; a move she
wasn’t sure she was ready for. “To be honest with you,
I didn’t know if I was ready to leave London. But I did a
little risk management on myself and I thought: ‘Well,
if I don’t try it now, then I’m never going to try it.’ It was
a great opportunity to take what I’d learned in London
and bring that to a new market, and to try to see what
people are doing in Asia in terms of risk management.”
GAINING AGILITY IN LONDON
Reflecting on her time in London, Narayanan
says thoughtfully: “I was lucky to have cut my risk
management teeth in a market like London because
you don’t get to be stagnant there. Everything is
changing all the time. Whether you like it or not,
whether you know it or not, you are naturally going
to be part of the #ChangingRisk movement. It is just
the way the market is. I think I was probably very lucky
to have that grounding, and that education. I was
working with the smartest people and I was very lucky
to have good mentors and colleagues.”
Narayanan’s grounding in banking and insurance
risk management in the fast-paced atmosphere of
London also shaped her technical knowledge of risk
management; something she has been grateful for in
her career. “It definitely gave me strength in terms of
technical knowledge but also best practice and really
understanding the meaning of agility – as much as I
hate that term!” She shakes her head, laughing.
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“Things have changed so much within the financial
services industry, from rogue traders to the collapse of
Lehman Brothers. All of that was in real time for me and
it definitely shaped risk management as an industry,
but also how risk managers were managing risk.
Banking risk management was a great platform for me
to understand how risk management can actually be
utilised in those situations in the face of abrupt change.”
“Sometimes, people get too caught up in that
technical knowledge and then don’t really apply it
to real-life situations. So I think it is having that real
balance of knowing you’ve got technical knowledge
to fall back on, but also being able to adapt it in the
right way, to the right situations, that is vital to being
a good risk manager. If you’re just going to follow
calculations and capital adequacy, then there is a real
danger you might miss other more real and pressing
issues that might be staring you in the face. It is about
just keeping your eyes open and applying common
sense and logic to the work that you do.”
GOING MORE FREESTYLE IN KL
Upon moving to Kuala Lumpur, Narayanan says she
discovered that the Asian market was not as advanced
in its risk management knowledge as London;
something she saw as an advantage. “I realised there
was still a lot to be done in terms of risk management.
It was a blank canvas for me to work with. This was
a great opportunity for me in terms of shaping the
way I wanted to run the function, rather than it being

“

I AM
CONSTANTLY
HAVING TO TALK
TO DIFFERENT
PEOPLE, THINK OF
DIFFERENT WAYS
OF DOING THINGS.
I DON’T SHY AWAY
FROM EMBRACING
CHANGE. I’M
NOW ALMOST
EXPECTING IT TO
BE THE NORM.”

almost dictated to me by certain set processes and
regulations as it did in banking.”
“What that meant for me as a risk manager was a
much, much deeper understanding of the business,”
she continues. “When you are working in a highly
regulated sector such as banking or insurance, there
are very set processes and templates that you have
to follow without much deviation. But, when you
work for an industry that is not as heavily regulated,
it’s almost like you have to show people what risk
management is about, which also means you have to
have such a deep understanding of the business and
what they do. Painting that picture for them becomes
so much more important. Yes, it has been a challenge,
but also an amazing opportunity.”
Narayanan is optimistic about her experiences thus
far, musing that despite not actively pursuing a career
in the creative arts, her roles in Kuala Lumpur have
given her an avenue for creativity she may not have
otherwise explored. “These experiences have changed
me as a risk manager. I think it has forced me to rethink
creatively. Perhaps this is where I am intrinsically
creative, even though I didn’t end up pursuing that
creative career path. I am constantly having to think
of creative ways to devise solutions and talk to people.”
She goes quiet for a minute, then says: “Isn’t it
funny how it has ended up catching up with me? It is in
a more subtle way, but it has nonetheless. No two days
are the same. I am constantly having to talk to different
people, think of different ways of doing things and just
be really innovative in the way I approach work and
solutions to problems. So, as a person, I would say I’ve
definitely changed as well. I probably was a bit more
rigid in my approach before. Now I’m just a bit more
perceptive and I also don’t shy away from embracing
change. I’m now almost expecting it to be the norm.”
NO STANDING STILL
Narayanan was one of the original and biggest advocates
for StrategicRISK’s #ChangingRisk campaign, believing
risk management as an industry has stood still for too
long. “I have been lucky enough to work in organisations
that have been ahead of their time, which has given me
the opportunity to change the way those companies
have viewed and executed risk management.”
At the time of our interview, Narayanan was
looking for a new opportunity, having recently left

18

StrategicRISK ASIA PACIFIC EDITION Q3 2019 > www.strategicrisk-asiapacific.com

AirAsia as their group head of insurance and risk, and
changing risk was top of mind.
“My next opportunity has to be a continuation of
that story of change. I am looking for an organisation
that understands that 2019 is not going to be the
same as 2020 and is constantly looking to re-invent
themselves, because that’s what is needed in this
day and age. I am looking forward to working in an
organisation that is progressive and is wanting to take
risk management on that journey with them. Even
though it’s become a little bit of a cliché, it is still a
very relevant sentiment. I don’t think we can rely on
our old frameworks and tools to see us through.”
At the time of going to press, Narayanan
had secured a new role at one of Asia’s largest
e-commerce retailers – an opportunity she later
describes as a “natural fit”.
While she is a strong advocate for change,
Narayanan is not up for throwing babies out with
bathwater in terms of traditional risk management
tools, such as risk registers and heat maps. “I don’t
think they’re a complete waste of time, because
you’ve got to start somewhere. So often that can be
a good starting point. It does help to put things in
perspective and helps people visualise. So there is
definitely some merit there, at least in the very early
stages of company risk management.”
She continues: “I think where the problem lies is
for risk managers who don’t progress from that. If you
are in year five at your firm and you are still updating
spreadsheets, I think that’s where it starts being less
effective, because you’re not changing things. I’m not
saying you’ve got to go in there and change the world
immediately, I just think it’s about taking what’s already
there, adding what you’ve done and moving it along
with the times. That’s really all changing risk is about.”
FOLLOW HER CHOREOGRAPHED FOOTSTEPS
As the winner of StrategicRISK’s Risk Manager of the
Year 2019, we asked Narayanan what advice she has
for risk managers who are looking to follow in her
enviable shoes. “Take stock of where you are,” she
says. “Start with where you want to be in three to five
years, and then work backwards to see where you
are today and how you might achieve your goals. It
is about mapping out where you need to get to and
being realistic about that. There’s no point changing
anything for change’s sake, but you need to know
what that destination looks like.”
In mapping your future, Narayanan stresses the
importance of working for companies and in roles that
mirror your own goals in order to avoid stagnating your
career. “Different companies will have very different
trajectories. That’s why I don’t believe that you can just
take a cookie-cutter approach to risk management
and your career. It does not work. It’s about really
understanding where you want to be in five years
and how that fits into the business model. It’s about
understanding not only where you are, but where
the company wants to be. Risk management is really
driven by what the company needs to achieve and
how you’re going to get there. So, if you haven’t woven
that into your plans already, you need to start now.”
At this point, we begin to come full circle.

“

RISK
MANAGEMENT
IS LIKE A DANCE
PRODUCTION…
WHEN YOU’RE
ON STAGE, IT’S
NOT JUST ABOUT
YOU. IT’S ABOUT
EVERYONE. IT’S
ABOUT HOW YOU
CAN ALL WORK
TOGETHER TO
MAKE THE BEST
SHOW POSSIBLE.

Narayanan shows me the pictures of her dancing that
decorate the walls of her parents’ house, where she is
residing before moving to Singapore for a new role.
“Come to think of it,” she says, thoughtfully, “risk
management is rather like a dance production. You have
the vision or a concept of a performance that is basically
your strategy or your risk framework. It is the overall
concept of what you want to deliver. In order to pull it off,
you would need to get people to help you perform this
production. It is important to understand what people’s
strengths and weaknesses are and how they’re going to
work together, as a team, to pull off this production.”
“During rehearsals, which is the grunt work in risk
management, you begin to understand how people
work together as a team. When you’re on stage, it’s
not just about you. It’s about everyone. It’s about
how you can all work together to make the best show
possible. But it is also about recognising the type of
performance people expect to see.”
“Finally comes the performance. All this hard work
can sometimes come down to one single moment. In
risk management, that is usually a major crisis where
suddenly everyone realises what risk management is
all about. And that moment when the penny drops is
truly magical, because everything just comes together
and we can finally see how all these pieces fit together
to create this brilliant production.”
It is hard to know where to end this profile
because, much like our conversation, it could go on
for so much longer. Narayanan’s warmth and passion
for life is intoxicating; the more we talk, the more I
want to know. The Suchitra Narayanan story is only
just getting started. And I can’t wait for act two.
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RISK MANAGEMENT

TEAM OF THE YEAR
WINNER

NETS

“

WE’VE BUILT
A REPUTATION
FOR SECURE,
SEAMLESS AND
SWIFT PAYMENTS
OVER THE PAST 34
YEARS AND THIS
WILL CONTINUE
TO BE OUR
FOCUS IN THE
YEARS AHEAD.

Head of enterprise risk management and
compliance, Wilson Yeo, discusses the electronic
payment service provider’s strong risk culture.
NETS is delighted to receive this award. The award is
testament to NETS’ belief in a strong risk management
culture and reflects the commitment of our colleagues
and partners who have been strong supporters of our
risk management initiatives.
WHY IS RISK CULTURE SO IMPORTANT?
A strong risk culture and right attitude to risk is the
foundation of a risk management framework and
determines the success or failure of risk management
programmes. Without a strong risk culture, the risk
management team by itself will not be able to realise its
fullest value for the benefit of the company. An effective
risk culture encourages open communication and
timely remediation of key risks and potential warning
signs before a major disaster strikes the company.
It also demonstrates the company’s commitment
towards ethical and responsible business growth.
Companies with a misaligned or weak risk culture
will allow non-compliance activities to be encouraged
or ignored. This could eventually lead to financial
losses or major incidents resulting in irreversible
damage to the company’s reputation that had been
painstakingly built up over the years.
HOW DO YOU GET CONSISTENT BUY-IN FROM
YOUR COMPANY FOR YOUR RISK IDEAS?
First, establish regular internal team meetings within the
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risk team to brainstorm, formulate and refine the risk
ideas. Secondly, it is important to conduct back-testing
(if viable) to assess the viability of the risk ideas and
‘test drive’ them with a few divisions before rolling it out
enterprise wide. Here are some of the tried and tested
approaches to get buy-in from the company:
• Extensive socialising of ideas to solicit buy-in (e.g.,
conducting regular Risk Workgroup Committee
meetings with Risk Champions and townhalls
represented by all impacted divisions).
• Seek to understand constraints and challenges
that stakeholders face and be open to explore
innovative ways to address their concerns while
still forging ahead to implement the risk ideas.
• Accept feedback and constructive suggestions on
ways to fine-tune the risk ideas. It is important that
stakeholders know that the risk team is receptive to
their suggestions.
WHAT ADVICE DO YOU HAVE FOR OTHER RISK
MANAGERS LOOKING TO DO WHAT YOU DID?
• Recognise that risk management culture is a long
journey where all risk managers (even the most
successful) face challenges, obstacles and issues
in implementing well-intended risk management
programmes. Do not be discouraged by setbacks.
• Develop a short- and long-term strategic plan for
implementing risk initiatives. Focus on quick wins for
the short-term plans, to get the momentum going,
and get early buy-in and support from management.
• Constant learning is important as the risk landscape
is never stagnant; there are new regulations,
emerging risks arising from the digital revolution
and new business models, innovative data analytics
and sophisticated AI-powered risk tools that could
be game-changers for risk management.
• Join a group of like-minded risk managers who will
encourage, share ideas and spur you to raise the
risk management bar and reach greater heights!

RISK PROGRAMME
OF THE YEAR
WINNER

PLUS Malaysia
Satpal Singh Dhillon, PLUS Malaysia’s head of enterprise risk & compliance,
explains how the highway operator has integrated risk culture into every
level of the company.
RISK THINKING FROM TOP TO BOTTOM
At PLUS Malaysia, we have around 3,800 employees
who range from senior leadership to the toll tellers
who take your money, as we are still a manual
operating system in Malaysia. From this perspective,
risk management has been very challenging, which is
why we are so happy to win this award.
For risk management to be successful it has to be
something that is felt and cooperated with by everyone
in the organisation. If it is just the risk management
team thinking about risk, you won’t be successful. Also,
if we’re doing it just at the management level, it won’t
be successful. The reason it’s successful is because we
have to integrate everyone within the process.
We typically approach risk management from the
bottom-up, where we get all the divisions and the
operations on the ground to tell us what risks they are
facing. We have 20–30 risk maps and then these are
aggregated in an escalated way from low to high risks.
From there, management has a top-down approach.

“

WE WANT
PEOPLE TO
BREATHE RISK
MANAGEMENT
AS PART OF
THEIR DAILY LIFE.
WINNING THIS
AWARD MEANS
WE ARE WORKING
TOWARDS THAT
AND IT’S A WIN
FOR THE ENTIRE
ORGANISATION.

This StrategicRISK award is a testament to the
fact that it is something we are doing really well.
We’re integrating risk into decision-making and
we are making risk culture really strong from the
ground up. Engagement with all our people is very
important, as is making risk management simple for
them to understand.
MAINTAINING A FOCUS ON RISK
We keep all the technical theories to ourselves but
when we go on the ground, it’s about being ready to
manage risk. We teach basic identification since just
building that culture and knowing that they can always
contact us means you have a better chance of getting
ahead of risk. We have a hotline and we run risk clinics
every Tuesday morning, where anyone can come in
and discuss a risk issue with us. That’s how we keep a
sustained focus on risk management at PLUS.

THIS AWARD IS FOR EVERY EMPLOYEE
For us to win this award, it doesn’t only mean that
the risk management team or four or five people are
doing this very well. It means that everybody within
the organisation is buying into risk management and
feels it and breathes it from the ground up.
We have a very strong health and safety culture,
whereby if you find a safety incident, you have to
report it and risk is linked to annual KPIs. We want
people to breathe risk management as part of their
daily life. Winning this award means we are working
towards that and it’s a win for the entire organisation.
CONSTANTLY ENGAGING WITH OUR PEOPLE
Risk is part of our business strategy at PLUS Malaysia.
We consistently keep in touch with our people. We
actually do road shows on the ground where every
month we head to a section office, which could be
1,000 km away from Kuala Lumpur, and see how
they’re doing and if they have any issues. I think it is
so important to be on the ground often, engaging with
people and making them feel that we’re around and
here to help. That really makes a difference and helps
keep the momentum going.
www.strategicrisk-asiapacific.com < Q3 2019 ASIA PACIFIC EDITION StrategicRISK
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Changi Airport
Dean Kong is head of risk (AGM) for the Changi
East megaproject – the development of a new
passenger terminal to Singapore’s Changi Airport.

“

WE SET UP A
RISK MANAGEMENT
FRAMEWORK THAT
ENABLES US TO
INCREASE THE RISK
AWARENESS AND
RISK MANAGEMENT
CAPABILITIES OF
OUR COLLEAGUES,
SO AS TO IDENTIFY
AND MANAGE
RISKS MORE
EFFECTIVELY AND
WITH TIMELINESS.

EMBED RISK MANAGEMENT THINKING IN
THE PROJECT FROM THE OUTSET
If you study the failure of megaprojects around the
world, you will see that the drivers of risks often relate
to poor planning, wrong assumptions and designs
that failed to consider the challenges during the
construction, operations and the maintenance phase.
Therefore it’s crucial for risk thinking to be
embedded right from the start so that risks can be
systematically identified in good time and addressed.
For this to work, one has to understand that there is a
limitation in the types and amount of risks that you can
transfer to the project’s designers or contractors. At the
end of the day, we, as the ultimate risk owners, will have
to choose between investing our resources upstream to
manage the risks or paying the price downstream when
these risks materialize into real issues and problems.
RISK IS A DRIVING FACTOR IN THE DESIGN
At Changi Airport, we consider both upside and
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downside risks. For example, we walk through the
designs of various passenger touchpoints with
their experience in mind. This translates to design
improvements on passenger flow, the layout of retail
shops and the introduction of natural light to our
terminals. Such enhancements capture the upside risks
that lead to the ‘positively surprising Changi Experience’
that we strive to deliver to all travellers and visitors.
On the other hand, we need to also manage our
downside risks. For example, we need to review the
designs that protect our critical systems and think
through each scenario of system failure and how we
can prevent failure or respond more efficiently and
effectively through better design.
THE LIFECYCLE AND CHALLENGES OF A
MEGAPROJECT
The lifecycle of a project typically rolls from the planning
phase into the various stages of the design phase before
it goes into the construction and commissioning phase.
Our challenge is to manage multiple projects that are
all progressing at different phases and timelines but
ultimately interfacing into one mega project.
This megaproject brings along the challenges of
stakeholder risks, funding risks, regulatory risks, supply
chain risks, interface risks, technological risks – the list
goes on, but all on a mega scale.
We set up a risk management framework and
structure that enable us to increase both the risk
awareness and risk management capabilities of our
colleagues (who are the risk owners and risk control
owners) so as to identify and manage risks more
effectively and with timeliness. For example, we
collate and send out risk headlines on a daily basis so
that we all become more aware of the risks from other
similar projects and we can learn from their mistakes.
We conduct risk onboarding and training for our
colleagues, consultants and contractors so that we
can be more transparent in discussing risks and more
collaborative in addressing them. We conduct monthly
risk meetings and regular risk workshops in order
to identify and address risks in a more timely and
effective manner. We communicate risks and expected
controls in our tender documents so that contractors
and partners are more prepared to address the
inherent risks and price them accordingly.
AFFIRMING OUR FOCUS ON RISK
CAG has always taken risk management seriously
because the failure to prevent a risk or any lag in
responding to incidents can impact us significantly.
Winning this award affirms our focus and collective
efforts of the various stakeholders in weaving risk
management mindset into our projects.

INSURANCE
INNOVATION
OF THE YEAR
WINNER

Allianz Global
Corporate & Specialty
Karsten Berlage, managing director and regional head of Allianz Alternative
Risk Transfer North America, talks us through its innovative risk transfer
product, the Solar Proxy Revenue Swap.
HOW DID THE IDEA FOR THE SOLAR PROXY
REVENUE SWAP COME ABOUT?
Allianz has been a leading provider of weather risk
solutions globally for more than 10 years. We have been
offering tailored parametric index solutions to corporate
clients around the world, protecting against adverse
weather conditions from rain, heat, cold, wind, etc.
The alternative energy sector has been a focus
for Allianz for some time in concert with our strong
commitment to decarbonisation. We have successfully
provided solutions for wind and solar assets on five
continents. Australia has been a key market for Allianz
weather business for a long time, covering various
weather perils like heat, rainfall and wind.

“

BY HEDGING
OUT WEATHERRELATED RISK
ASSOCIATED WITH
INVESTMENTS IN
A SOLAR FARM,
INVESTORS,
BUYERS OR
OWNERS CAN
SMOOTH REVENUE
VOLATILITY.

To address the issue of protecting revenue steams
for renewable assets, AGCS Alternative Risk Transfer and
Nephila Climate pioneered a innovative risk transfer
product – the Solar Proxy Revenue Swap.
The Susan River and Childers solar farm projects
in Australia mark the first time the Proxy Revenue
Swap instrument has been applied to a solar venture
anywhere in the world. AGCS’s client, Elliot Green
Power, found it challenging to obtain finance for
its projects owing to the uncertain nature of solar
power generation and the associated revenues. By
hedging out the weather-related risk associated with
investments in a solar farm, investors, buyers or owners
can smooth revenue and earnings volatility, receiving
payouts when sunlight is insufficient to support the
solar generation volumes targeted.
This form of swap was designed originally to meet
the needs of the wind energy industry, but it has now
been adapted to also cover solar facilities and has the
potential to make more solar projects bankable by
de-risking project revenues.
The partnership between AGCS Alternative Risk
Transfer and Nephila brings collective expertise in
weather risk transfer and renewables, as well as
insurance and reinsurance risk capacity, underwriting
sophistication and credit strength, to facilitate these
transactions for solar project owners and developers
like Elliott Green Power.
WHAT ISSUES DID YOU COME ACROSS IN THE
DEVELOPMENT OF THE PRODUCT?
Data availability is important and advancements in
the area pave the way for innovation. Clients who
are willing to be first movers and see the value of the
solution, such as reduced revenue volatility and
more favourable financing terms, are essential.
As there is a multitude of stakeholders for these
transactions, we need to make sure that there is
an alignment of all interests.
HOW COULD THIS TYPE OF PRODUCT BE
EXPANDED INTO OTHER AREAS?
Parametric weather index solutions may be applied
to all weather-sensitive businesses. The vast majority
of businesses have weather sensitivity on the supply,
demand or operational side. Mitigating substantial
weather risks through a highly rated insurance
solution should be an integral part of comprehensive
risk management, along other hedging solutions,
and often leads to better creditworthiness. Weather
risks may be combined with other insurable risks in
integrated solutions.
Looking at the Proxy Revenue Structures as
long-term volatility reduction tools, they may also
be applied to other businesses in a broader
financing context.
HOW WILL IT BENEFIT RISK MANAGERS
MANAGING COMPLEX SYSTEMIC RISKS?
Some of the benefits include mitigating significant
corporate risks, improving creditworthiness,
addressing stakeholder concerns – lenders, rating
agencies, shareholders, etc – as well as reducing
volatility for better budgeting.

www.strategicrisk-asiapacific.com < Q3 2019 ASIA PACIFIC EDITION StrategicRISK
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Marsh
Marsh managing director, Asia Commercial &
Consumer, Phil Hobson gives us the low down on
cloud-based digital broker platform BlueStream.
WHAT IT BRINGS TO OUR CLIENTS
MAP (or BlueStream as it is also called) is a fully
functional end-to-end policy management platform
that enables us to go and talk to a major corporate
and ask: “How do you want to market a product to
your customers? How do you want to use the risk
products that we have to improve that customer
experience?”
For risk managers, we can take the administration
out of managing things like certificates of currency.
We can use this platform to automate that process for
you. Where people fall outside of what you want in the
way of standard cover, again, we have an automated
process of dealing with that.
A TAILORED EXPERIENCE
This is an agnostic piece of software made up of many
components. We also just added payment gateways.
We’ve now got 3D analytics, so you can see in real
time the performance of your portfolio.
On the customer side, we can register a customer
into a new product and produce a certificate in
about 90 seconds. Or we can automate it and do
it without any touch at all. On the analytics side,
which is white-labelled, they can add whatever their
branding is.
With the tailored MAP component, clients have one
centralised system for a decentralised dealer network
to use, providing:
• Communication with insurers in real-time
• Efficient, on-the-spot client-branded insurance
quoting and purchasing
• Real-time, unified reporting using extensive
analytical tools
• Auditable claims registration and management
• Instant access to policies and claims reports
• If desired, MAP can also be used to review and
approve claims by delegated parties
WE FIND WAYS TO MAKE THE RISK
MANAGER’S LIFE BETTER
BlueStream is particularly helpful where risk managers
have a repeatable task. We can use this platform to
automate it specific to a firm or risk manager. This
product has two sides to it. On the one side, we find
a way to help risk managers become more effective.
Dealing with contracts or certificates of currency are
good examples of this. The other is helping companies
develop a stickier customer base.
As another example, one of the ones we have
deals with power equipment. We’re able to go back
to the engineers and the manufacturing plant and
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BROKER

INNOVATION
OF THE YEAR

say, “Are you aware of this, these types of faults and
problems that are occurring outside the manufacturer
warranty?” That’s something a risk manager loves
because that’s helping them not only protect
themselves but also improve their product.
On the other side of it is in the vendor
management space. That is becoming more and
more of a challenge because it’s just a volume job and
a big company. We help them optimise and put their
resources to better use elsewhere.
COLLATING THE DATA YOU REALLY WANT
BlueStream includes things like chat bots, automated
claims, payment gateways, and more. We are constantly
building more functionality into it. We’ve also connected
it to a data lake, so data scientists can take information
and produce back analytics, which is what the risk
managers want – not just static spreadsheets,
which show historical data that’s dated the
moment you produce it. This is an
incredibly dynamic tool and one
that we are very proud of.
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“

WE’VE
CONNECTED IT TO
A DATA LAKE, SO
DATA SCIENTISTS
CAN TAKE
INFORMATION AND
PRODUCE BACK
ANALYTICS, WHICH
IS WHAT THE RISK
MANAGERS WANT.

risk solution
OF THE YEAR
WINNER

Catalyst Technologies
Founder and CEO of Catalyst Technologies Joshua
Shields discusses its cloud-based, online crisis
management tool CQCommand.
THE INSPIRATION BEHIND CQCOMMAND
Through the establishment of RiskLogic (Catalyst
Technologies’ sister company) 15 years ago and
assisting hundreds of clients in preparing for and
managing every conceivable crisis possible, we’ve seen
how significant the consequences can be when a crisis
is not managed well. Organisations today are faced
with more challenges than ever before and most are
still not sufficiently prepared.
CQCommand was built to make it easier for a team
to proactively manage key response activities, build
situational awareness and better collaborate and
communicate with important stakeholders – all the
things necessary to ensure a successful crisis response.
Integrating best-of-breed technology with tried and
tested crisis methodologies has proven to be a very
effective combination.
WHAT IS PREVENTING SUCCESSFUL
CRISIS MANAGEMENT?
There are many barriers to crisis management:
Inadequate planning: Many organisations haven’t
adequately planned for a crisis, or if they have, they
have poorly defined roles and responsibilities across
their teams. A lack of structure and cohesion often
results in a clumsy response when a crisis unfolds.
CQCommand brings together role-specific action
plans and critical tools in one place, accessible to
all team members online. This provides easy-to-use
guidance and defined structure to assist teams in
coordinating a successful crisis response.
Poor Information management: One of the
hardest parts of crisis management is making sense
of the information at hand so you can make fast
and informed decisions on what to do next. A lack of
quality information often underpins poor decision
making under pressure, which can exacerbate
the negative impacts of a crisis. CQCommand has
purpose-built incident and impact assessment
tools to help users understand the severity of the
situation, along with collaborative whiteboards to
share, categorise and manage information as it
comes to hand.

Poor communication: Delayed, inaccurate or
misguided communication is often a major pitfall
for organisations during a crisis, especially when
they are under-prepared. The negative publicity and
reputational damage that often results can last well
beyond the crisis. CQCommand enables full, two-way
communication capabilities so teams can easily gather
information and send messages to key stakeholders.
INVALUABLE SUPPORT DURING CHRISTCHURCH
The value of CQCommand was clearly demonstrated
during the recent tragic events that unfolded
in Christchurch on 15 March 2019. Using virtual
whiteboards and impact assessment tools,
CQCommand provided our own leadership team,
who are spread across Australia and New Zealand,
with a centralised view of events that were unfolding
in Christchurch, as they happened.
Furthermore, it provided locally based clients
with a means to mass communicate with their staff
and students to quickly lock down their locations in
Christchurch and provide continuous instructions
throughout the event.
FOR WHEN BUSINESS IS FAR FROM USUAL
A crisis event is about as far as you can get from a
‘business as usual’ environment. CQCommand provides
risk managers with a centralised tool to help drive
positive action, collaboration, communication and
better-informed decision making by leadership teams.
It provides structure and simplicity to what is a complex
and highly pressurised process, increasing your chances
of a positive outcome when the stakes are high.

“

A CRISIS IS
ABOUT AS FAR
AS YOU CAN GET
FROM ‘BUSINESS
AS USUAL’.
CQCOMMAND
PROVIDES A
CENTRALISED TOOL
TO HELP DRIVE
POSITIVE ACTION,
COMMUNICATION
AND BETTERINFORMED
DECISION MAKING.

WHERE NEXT FOR CQCOMMAND
We are about to embark on a new and very exciting
phase for CQCommand, which is going to be
disruptive to the crisis management space in a very
positive way. We want to challenge many of the
accepted practices today that are having a limiting
impact on an organisation’s ability to effectively deal
with crisis situations.
We are looking to significantly change the way
we engage with our stakeholders in a crisis event to
maximise reach and participation, along with offering
a smarter approach to managing information and
supporting decision making, providing a more holistic
response capability.
Watch this space, it’s going to be a game changer!
www.strategicrisk-asiapacific.com < Q3 2019 ASIA PACIFIC EDITION StrategicRISK
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Slaves to your business
We are all complicit in modern
slavery. Do you really know if there
is forced labour in your supply
chain? Because ultimately, the buck,
and the power to change abused
people’s lives, lands with you.

O

riginally from Myanmar, Aung Kyi had
just quit his factory job when he met
a ‘taxi driver’ out one night. After a few
drinks, the taxi driver offered Kyi a place
to stay. The next morning, he woke up
in a room with 20 other people, to find
that he had been trafficked to work on Thai fishing
boats. Entrapped by a complex network of criminals, he
was subjected to physical abuse, held at gun point and
forced into labour to pay off extortionate ‘recruitment’
debts and interest. He escaped nine years later.
Thailand is the world’s third-largest exporter of
seafood, employing more than 800,000 people in
the sector. An Environmental Justice Foundation
film on Thailand’s seafood slaves revealed that living
conditions aboard the fishing boats are abysmal.
Malnourishment and serious injuries are routine; fishers
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“IF WE HADN’T
CAUGHT ANY
FISH WHEN THE
NETS WERE
PULLED UP, WE
WERE NOT GIVEN
ANY FOOD. WE
MIGHT GET 15 OR
30 MINUTES’ REST.”
Trafficked to work on
Thai fishing boats
Aung Kyi
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have reported being force-fed amphetamines to work 20hour shifts for days at a time; executions are carried out
openly to suppress dissent and cultivate intense fear.
“If we hadn’t caught any fish when the nets were
pulled up, we were not given any food… If there was a
chance before pulling the nets, we might get 15 or 30
minutes’ rest,” says Kyi.
SEE IT, SAY IT
Kyi’s story is far from unique. The majority of us are
unknowingly benefiting from modern slavery in the
food and clothes we buy, the suppliers we choose and
the companies we invest in. Consumers have gained
from the exploitation of migrant workers picking fruit in
Australia; Malaysian factory workers subjected to forced
labour to make smart phones; enslaved fishermen
catching seafood to stock our supermarket shelves.

In partnership with

40m

people were subject
to modern slavery
as of 2017

“Many Australian businesses may be unaware of
the risk they have slavery in their business or supply
chains. The incidence of modern slavery within Australia
appears to be relatively low, but the concern is that
there is a low level of awareness of the issues, and
the actual incidence may be much higher, both
domestically and overseas.”
IT’S ON OUR DOORSTEP
Control Risks director Iona Cheng agrees. “I think
people in Australia tend to think about modern
slavery as an issue exclusive to high-risk jurisdictions
like Pakistan, Cambodia, Bangladesh. But we need to
pay attention to what’s happening on our doorstep,
too – the foreign holiday worker employed to pick fruit,
who may have their passport detained, and may be put
in horrible accommodation and working conditions,
threatened by the employer that they will not renew
their visa, or even in some cases, sexually harassed.”

THE RANA PLAZA FACTORY DISASTER

In an effort to combat this, on 1 January 2019, the
Modern Slavery Act 2018 came into effect, heralding a
new statutory modern slavery reporting requirement
for larger companies operating in Australia. The
legislation follows that of similar legislation in the UK
(Modern Slavery Act 2015).
Reporting obligations relate to the steps taken
to respond to the risk of modern slavery in the
operations and supply chains of the reporting entity
and its controlled entities. Unlike other jurisdictions,
the reporting criteria are mandatory.
“It is crucial that reporting entities begin reviewing
their supply chains and collecting data to comply
with the new reporting obligations,” says Norton Rose
Fulbright partner Abigail McGregor, who also sits on
the Human Rights and Business Working Group of the
Law Council of Australia.

Over 1,130 apparel factory workers were killed and 2,500 injured
when the eight-storey Rana Plaza factory building collapsed on the
outskirts of Bangladesh capital Dhaka in 2013.
The disaster is the deadliest structural failure accident in modern
human history. Forty-two people still await trial on murder charges
filed by Bangladesh police in relation to the disaster.
The factories manufactured apparel for brands including Prada,
Gucci, Versace, Matalan, Primark and Walmart. Bangladesh is one
of the major countries supplying ready-made garments to leading
apparel brands in the USA and Europe and earns over $28bn a year
exporting apparel.

www.strategicrisk-asiapacific.com < Q3 2019 ASIA PACIFIC EDITION StrategicRISK
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WHO IS DOING IT RIGHT?
These big-name companies are showing
how you can be proactive about unearthing
human rights impacts in your supply chains.
UNILEVER recently published its entire
palm oil supply chain including over 300
direct suppliers and more than 1,400
processing mills. Palm oil used by Unilever,
AFAMSA, ADM, Colgate-Palmolive, Elevance,
Kellogg’s, Nestlé, Procter & Gamble and
Reckitt Benckiser has been linked to
forced labour and child labour in Indonesia.
Unilever’s chief supply chain officer said the
company hoped the move would help bring
about industry-wide action towards supply
chain transparency.
DIAGEO, the multinational alcoholic
beverages company, used the UN Guiding
Principles on Business and Human Rights
to develop a Human Rights Impact
Assessments tool kit to identify and assess
potential human rights impacts, including
modern slavery risks, in all its markets.
These assessments include meetings with
employees, union members, workers on
the factory lines, labour providers, contract
workers, NGOs and other external parties.
ADIDAS, as part of its Modern Slavery
Outreach Programme, provides modern
slavery capacity building workshops for
all key Tier 2 suppliers from high-risk
countries such as Taiwan, China, Vietnam
and Indonesia.
BURBERRY – In China, the company worked
with three local NGOs to establish a
whistleblowing hotline that is available to
27,000 workers in 53 factories. In 2017, the
hotline was rolled out to all factories with
regular production of Burberry products.
ASOS has developed a worker survey for
Turkish factories to enable workers to
provide anonymous feedback via their
mobile phones on their working conditions.
ASOS’s aim is to roll this out to other regions
once the survey has been refined following
the Turkish pilot.
Source: Business and Human Rights Resource Centre
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“MY EYES HAVE
BEEN OPENED
TO THE VICTIMS,
HIDDEN WITHIN
MULTI-TIER
SUPPLIER
RELATIONSHIPS,
SILENTLY PAYING
THE COST OF RAPID
GLOBALISATION.”
Chairman, Walk Free
Foundation
Andrew Forrest

Cheng adds that some of the high-risk industries
that typically have more issues than others are ones
that have a higher number of migrant workers, for
example hospitality and construction.
According to the Walk Free Foundation Global
Slavery Survey 2017, in excess of 40 million people
globally are subject to some form of modern slavery
and collectively around $150bn per year is generated in
the global private economy from forced labour alone. In
the Asia-Pacific Region, 30,435,300 people are believed
to be ‘enslaved’ (66.4% of all people enslaved); and
4,300 people in Australia are enslaved.
Walk Free Foundation chairman Andrew Forrest
says: “The shock to me, as a business leader, has
been the prevalence of modern slavery within the
supply chains of most global companies. My eyes have
been opened to the victims, hidden within multi-tier
supplier relationships, silently paying the cost of rapid
globalisation, falling through the gaps in regulation of
emerging markets.”

LOOK FOR RED FLAGS
Norton Rose Fulbright and the British Institute of
International and Comparative Law advise that
risk managers can begin to tackle this issue by
following the human rights due diligence (HRDD)
principles as defined by the United Nations
is generated in the global
Guiding Principles (UNGPs). Supply chain HRDD
private economy from
is
a process that is broader than introducing
slavery per year
a Supplier Code of Conduct, adding human
rights screening of suppliers to existing human
rights processes and including standard contractual
protections into supplier contracts (see box, opposite).
“There is a spectrum of exploitation, and modern
slavery sits on a continuum of exploitation,” argues
Dr Martijn Boersma, University of Technology, Sydney
and author of Addressing Modern Slavery.
“Usually, that means if you have other labour issues
and forms of exploitation in your supply chain, such as

150bn

$
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In partnership with

4,300

AUSTRALIAN FIRMS: YOUR TIMELINE

people are subject to
forced labour within
Australia itself

fishing boat holding people who
are essentially slave labour, the
reputational ramifications are such that
it really doesn’t matter what contractual
elements you have in place. There must be individual
corporate responsibility for getting all the way to the
very end of your supply chain yourself to check for
slavery issues, not just trying to passing the buck.”
Forrest is even more blunt. “Our businesses have the
power to influence change within supply chain networks,
to drive up standards and remove the profitability
of modern slavery. The cost to us is minimal, as the
profit is made by the enslavers, who disappear when
approached or discovered. The buck, however, stops
with us, and it is our reputation that is burnt.”
“Modern slavery surrounds us in our everyday
life in Australia and throughout our increasingly
interconnected world. The crime may – but will
not always – look different today, but at its core it
remains the same. Those people most vulnerable
and marginalised are exploited for the personal and
commercial gains of another. Empirically it has been
proven, and instinctively we know, that reliance on
slavery prevents long-term sustainable development
both for a country’s economy and civil society.”

For Australian corporations, the first reporting year will be 1 July
2019–30 June 2020, with the reports due by 31 December 2020.
Entities with an international financial year may have to report earlier,
depending on the timing of their end of financial year. For example,
entities with a 31 March 2020 end of financial year will need to report by
30 September 2020. The reports will be published on a public register.

people being denied freedom of association or their
labour rights being otherwise curbed, that usually is
a red flag there may be other issues. Risk managers
should look for lesser labour abuse as an indicator
of an issue, such as underpayments or excessive
overtime. If you’ve got those things happening, there
might be worse conditions in your supply chain that
you’re not necessarily aware of.”
Control Risks’ director Cory Davie says while some
firms may rely on their contracts with suppliers to try
to protect themselves, ultimately, it will be the firm
who suffers the reputational shock.
“If it’s a T-shirt with your logo being made in a
factory, or your crates being loaded with fish on a

KNOW YOUR SUPPLY CHAIN: HOW TO TACKLE HUMAN RIGHTS ABUSES
Case law

Reporting

Transparency

Domestic
measures

UNGPs

LEGAL & REGULATORY
FRAMEWORK

Defining
scope

IDENTIFYING OF HUMAN
RIGHTS IMPACTS

COMMUNICATION
EFFECTIVE SUPPLY
CHAIN
MANAGEMENT

Local
presence

Ongoing
third-party
vetting

TRACKING AND
MONITORING

Mapping
supply
chains

HRIAs

Supplier
onboarding
IMPACT PREVENTION

RESPONDING TO
IMPACTS
Reviews and
investigations

Training
Remediation
and
termination

Grievance
mechanisms

Human
rights
experts

Codes of
conduct
Contractual
protections

Stakeholder
engagement

Source: Norton Rose Fulbright and the British Institute of International and Comparative Law
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Protest
strong
After many months of
pro-democracy protests
in Hong Kong, the unrest
shows no signs of ending,
making this once low-risk
travel zone significantly
less safe for travellers.

P

rotests this June in Hong Kong were
originally in response to plans that
would have allowed extradition from
Hong Kong to mainland China. Those
plans were eventually withdrawn in
September, but protests are continuing,
fuelled by wider demands for democratic reform and
causing widespread ramifications for risk managers.
“It’s a low-risk destination and that’s how we
rated it ourselves,” says James Robertson, regional
security director at International SOS. “I think the
really interesting point in Hong Kong is the dynamic
nature of the protests. In many other Asian and South
Asian cities, protesters are relatively predictable, with
rally and march-style events. Whereas the Hong Kong
protests are really dynamic, using flexible supply
chains to manoeuvre around the city.”
“This is where business travellers can absolutely
get into trouble as they’re surrounded or caught up in
a dynamic protest. Hong Kong is a really interesting
example of how in a hyper-networked megacity, with
excellent infrastructure, a protest might unfold quickly.”
FEAR FOR DUAL NATIONALS
Robertson goes on: “One of the issues that’s cropped
up over the last year has been around dual nationals
and dual national employees, where businesses have
Australian Chinese or Canadian Chinese travellers –
especially after the arrest of Meng Wanzhou, the Huawei
CFO – and there is an increased focus on detention
risks. We had Australian clients who were incredibly
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worried about their travellers, and in particular their
dual nationals who were travelling to China and the
increased scrutiny on them in airports.”
“It doesn’t matter what your firm’s risk tolerance is,
as long as it’s mainstreamed into every aspect of the
mobile worker or deployment. It’s about pushing the
risk management mindset down to the lowest level
and then focusing on the prevention side of preparing
for deployments. That comes back to accessing up-todate timely information about the risk environment,
accessing alerts, having a way to track people when

StrategicRISK ASIA PACIFIC EDITION Q3 2019 > www.strategicrisk-asiapacific.com

In association with

5 TOP TIPS: SAFEGUARDING EMPLOYEES

1

DOCUMENT POLICIES AND PROCEDURES As part of your
planning process, you need to define overall strategy, link policies
to organisational goals and be sure to integrate your TRM programme
with your local crisis management plans and organisational
emergency plans.

2

TRAINING Continuous development of team skills and

knowledge is critical and should incorporate traveller training,
travel advisor training and crisis management team training.

3

24/7 MONITORING Forewarning is the best defence to mitigate

the impact of an event. With around-the-clock monitoring
of events and the ability to deliver near real-time alerts to those
potentially affected, your organization and its people are bestequipped to avoid or prepare for problems.

4

INCIDENT RESPONSE Your employees need to have someone
to contact day or night for help in cases of emergencies. An
optimised TRM programme should include a single emergency hotline
backed by experienced crisis management and security experts and a
service that is equipped to respond to support mitigation strategies
globally, including traveller evacuation.

5

AFTER-ACTION REVIEW Following any incident, it is critical to

perform an after-action review to evaluate the incident, whether
it could have been prevented, the effectiveness of response and
whether modifications to policy, procedures or mitigation strategies
are needed.
Source: Global Business Travel Association

they’re in the field and to ensure they can access timely
and accurate information about what’s going on when
they are overseas. Those are the things we focus on.”
GO BEYOND DUTY OF CARE
AIG Travel regional account manager Catherine Mak
agrees: “Duty of care is becoming increasing important
as organisations become more global, with employees
travelling around the world for business trips and
working assignments. Remember, duty of care goes
beyond just having security in the conflict zone.

Travellers should be briefed about the location, the
culture and the people in the location they are going
to. Prepare them for more than just doing what their
security person tells them to do. Do they know how to
drive on the opposite side of the road? Do they know
what they should do in an active terrorism attack? We
recommend a ‘How to be a Safer Traveller’ basic course.”
According to Global Business Travel Association, a
travel risk policy needs to address the three essential
elements of a travel risk management (TRM) program:
• Help the organisation and traveller avoid
problems
• Provide help when the traveller needs it
• Protect the business from financial loss
In addition to addressing these, the policy
needs to address its scope, as well as the roles
and responsibilities of all those involved, including
the traveller.
Mak stresses the importance of choosing the
right partners ahead of time in order to deal with any
impending crisis facing business travellers. “It is so
important to have an experienced partner who can
help you plan for not only a crisis but also can help you
to set up protocols for regular business function that
will make content continue more easily during a crisis.”
www.strategicrisk-asiapacific.com < Q3 2019 ASIA PACIFIC EDITION StrategicRISK
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RISKS > #ChangingRisk

We are exciting!
So spread the word. It’s up to risk professionals to make sure others
know the value of what we do, says Siemens’ Alexander Mahnke.
IF YOU HAD THE POWER TO CHANGE THE
FUTURE OF INSURANCE RISK MANAGEMENT,
WHAT WOULD YOU CHANGE AND WHY?
One of our biggest challenges is around our future
talent and having the right diversity in people and
professions in our market. I know this sounds a lot
easier than it actually is. If I look at our market, I still
see the same sort of people coming from the same
sort of background. So, we must become a lot better if
we want to attract the right talent in the future.
Many people fall into insurance risk management.
I am a lawyer by training and I have specialised in
international and European law, and when I first
met my predecessor at Siemens I really didn’t know
anything about corporate insurance. He told me the
right things: that this is a very international business
where you can meet people from different countries
and different backgrounds. And that not one day
in this market is like another. It’s a very interesting
industry, but no one had told me that before when I
was at school or university.
IF I GAVE YOU THE CHALLENGE OF WRITING
A RISK MANIFESTO FOR THE FUTURE, WHAT
WOULD BE THE NUMBER ONE POINT YOU
WOULD PUSH?
To be able to phrase what we do in such a way
that people understand that this is one of the most
interesting and exciting professions that you can
choose. I can talk to everyone in my company, in the
core business of my company, and they explain to
me what they do and it’s my job to understand if this
is a risk and if the risk is insurable. So, we are at the
interface of everything that can be defined as a risk
and that’s quite exciting. There are very few professions
within a corporation that are as diverse and as broad as
insurance risk management.
WHAT IRRITATES YOU THE MOST ABOUT HOW
INSURANCE RISK MANAGEMENT IS PERCEIVED
BY STAKEHOLDERS?
There is a tendency to maybe talk a little too much
and do too little, and this is also a frustration that I can
see and hear when I talk to the younger generation
in the market. People have great ideas and great
propositions to do things differently and make things
better. But the culture of doing things the way we’ve
always done them is so strong that it’s sometimes very
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frustrating to come across that, especially if you are
short of patience.
IS IT A PROFESSION THAT HAS ENOUGH
OF A VOICE AT THE SENIOR LEVEL WITHIN
ORGANISATIONS? WHAT COULD BE
DONE BETTER?
I would always tell people to ask themselves: ‘What
can I do better?’ Because it’s not your CEO or CFO’s

“It’s not your CEO or CFO’s job to
understand you, it’s your job
to make yourself understood.”
job to understand you, it’s your job to make yourself
understood.
At a GVNW level, we are constantly emphasising to
our members that they need
to be able to understand
and to explain the value of
insurance to whomever is
asking – and perhaps more
importantly to explain it to
those people who aren’t asking.
Because at the end of the day we, as
insurance risk managers, are spending
money that the companies we’re
representing have to earn first. That’s quite a
responsibility.
WHAT’S THE MOST IMPORTANT LESSON
THAT YOU’VE LEARNED IN YOUR CAREER?
If you do your job right and if you lean on the right
people, then you can probably find a solution for
every risk your organisation faces, whether that is
self-insuring, insuring or taking the risk on your
own balance sheet. I take that approach and as
a result, there is very little that I’m afraid of and
very little that keeps me awake at night.
Alexander Mahnke is president of
the German risk management
association GVNW and CEO of
insurance (controlling & finance,
financing) at Siemens.
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Do you have
what you need
to navigate a
complex world?
You can.
AIG’s multinational capabilities go beyond insurance, helping you achieve your risk and
contract certainty objectives. Our global network of over 215 territories is backed by over
500 dedicated multinational experts. In every country you do business, you can count
on expert local knowledge and insights. Our innovative technology and unique solutions
unlock benefits like expert program design, streamlined process, and global visibility of
your claims trends. And our service is unmatched. Let’s get your AIG multinational program
going. Visit www.AIG.com/multinational

Local expertise, worldwide.
All products and services are written or provided by subsidiaries or affiliates of American International Group, Inc. or its network partners. Products or services may not be available in all jurisdictions,
and coverage is subject to actual policy language. Non-insurance products may be provided by independent third parties. For additional information, please visit our website at www.aig.com.

