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If you thought this
year was tough…
In 2018, we saw the threat landscape shift
more tumultuously than any of us could
have predicted. And that’s our job! As we
head into 2019, we must keep learning,
rethinking and moving with the times.

I

have now been the editor of StrategicRISK for
just over a year. And in that year I have taken
very seriously the immense responsibility I
have to deliver not only the right content to
you as risk managers, but also content that
challenges you to rethink, to question and to
re-examine the way you look at risk in your business.
One thing that has struck me in my first
year in this position is the sheer unpredictability
of risk. Situations you may have hung your hat on
10 years ago can change overnight in today’s world.
So, after the year in which we lost respect from
Aretha Franklin, the leadership of Kofi Annan and
the worldly wisdom of Stephen Hawking, we should
take a moment reflect on the world’s ever shifting
threat landscape.
Political risk has dramatically escalated for a
number of reasons in the past year, but not least as
a result of the actions of President Trump. This time
last year, Trump was yet to meet with Kim Jong Un.
And his tariffs were merely threats. Now, the risk
engendered by the leader of a nation half a world
away is having a deeper impact on our world than our
own leaders on home soil, and that risk certainly can’t
be underestimated as we go into 2019.
Another very real threat faced by us all is cyber risk.
No longer in the realm of ‘emerging risk’, it sure does
have our attention. The risk profile is unpredictable
and it is changing by the minute. Businesses large and
small are facing threats from enemies as yet unknown,
and worse, we are being threatened by forces
standing right in front of us, or already embedded in
our systems. Managing a threat that moves constantly,
has varying motivations and lurks just beneath the
surface has to be the most dangerous enemy of all.
The southern California fires of recent months
became the deadliest wildfire blaze in Californian
history, reminding us that even in the so-called ‘off
season’ for wildfires, a catalogue of risk factors, including
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an exceptionally hot and dry summer, can change the
environmental risk profile in a matter of weeks.
In a very different case of threats overpowering
prevention, in Melbourne this November, a lone-wolf
terrorist killed one and injured others on Bourke St.
Despite a significant number of anti-terror measures
being in place, terror struck at the heart of the city.
Our annual survey of Asia-Pacific risk managers
has yielded very interesting insights into the way the
profession is feeling going into the new year. To read
our analysis, see pages 12–17. Strategic risks such as
failure to innovate in the face of changing competitive
landscapes continue to be identified as one of the
risk manager’s biggest concerns. This indicates that
the risks most feared are close to home and seem like
they should be easier to manage and mitigate. But if
that were true, why the concern?
The year gone by was full of both unexpected events
– Hurricane Michael, the collapse of Carillion – and
those we suspected all along would be a source of
pain – namely, Brexit. (See our review of the year on
pages 8–11). But the world we are heading into in 2019
leaves me more unsettled than ever. And I’m not the
only one. There is a sense of foreboding over political
risks such as the Made in China 2025 strategy, the US
Trade Representative (USTR) and we are still facing a
mountain of questions over the impending aftermath
of Brexit.
This is a new world order in macropolitics, one
which is in the hands of few but affects the many,
more so than ever before. StrategicRISK will continue
to explore the issues that matter to you in 2019 and
bring you insights from the people who know.
And so, the StrategicRISK team would like
to wish all of our readers a safe and happy
holiday season and wonderful new year. Thank
you for all of your contributions and insights over
the past year. We look forward to another busy,
fascinating, and educational year in 2019.
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Answer the call
Following damning Royal Commission
findings, the financial services industry
is being forced to re-examine its culture
and risk processes. This is your moment.

“RISK SHOULD
BE LOOKING
AT DRIVING
CULTURE, AND
THAT HAS BEEN
LACKING IN MANY
ORGANISATIONS,
WHICH HAVE
BEEN DRIVEN BY
PROFIT ALONE.”
Chief executive,
Risk Management
Institute of Australasia
Scott Ryrie

4

T

he Royal Commission into Misconduct
in the Banking, Superannuation and
Financial Services Industry could present
an opportunity to the risk profession, as
companies place greater emphasis on
culture and risk management, experts say.
The Commission and subsequent interim findings
from royal commissioner Kenneth Haynes’ report have
unearthed endemic misconduct in the financial services
industry, leading to public criticism of Australia’s major
financial services groups. Risk professionals predict it
will spur companies to look at group culture and ask
where the risk function sits in their organisation.
Eamonn Cunningham, an independent risk
consultant, says the Commission underlines a “culture
of focusing on absolute short-term gain in some
companies, without any regard as to whether this was
in the long-term interest of the entity itself”. He says the
Commission reveals “an apparent lack of effective and
transparent systems in some organisations, alongside a
culture of ‘don’t ask’, or ‘don’t probe too deeply’.”
Cunningham sees the Commission as a “wake-up
call” for the financial services industries, and a chance

for companies to address their risk processes. He
describes it as a “big opportunity for risk managers of
calibre to get involved… It is a time for companies out of
the public spotlight to ask the question: ‘How would we
fare if we ended up in the witness box?’”
Cunningham calls on companies to adopt a
strategic risk management process that “may be
formalised in larger enterprises and practised
informally at SMEs”. He adds: “You need to ask the
fundamental question, ‘What are you in business for?’
You need a long-term view, rather than relying on
short-term initiatives that offer short-term gains.”
Scott Ryrie, chief executive of the Risk Management
Institute of Australasia, says the Commission’s findings
could be a “launch pad” for the risk profession: “The
Royal Commission has woken all companies up to what
culture should mean. What is your corporate culture?
Are you just box ticking, going through the motions?”
He says the Royal Commission highlights a “lack of
culture” within the major financial services groups. “Risk
should be looking at driving culture, and that has been
lacking in many organisations that have been driven by
profit alone.”
IN DEMAND NOW
Ryrie says there is heightened demand for risk
professionals as companies seek to improve their risk
functions. “This is a chance to make the industry a
profession, like the legal profession, CPAs or engineers.
Currently, recruiters in the risk industry are in huge
demand with not much supply.”
Ryrie says companies have begun to make risk
management a more senior part of their organisation.
“One change I have seen is that some corporates have
their risk function with governance and audit reporting
to them. That is a big change, as risk has traditionally
been within finance or internal audit.”
“If risk managers can communicate with senior
management, the entire function will be far more
effective.”
James Beck, managing director of corporate
advisory firm Effective Governance, says there is an
“opportunity for boards and risk committees to ensure
proper oversight of risk”. He says boards need to
understand “people risk” arising from management
conduct.
Beck described the findings from the Banking
Commission as a “huge” chance for company boards
“to take back control and govern in the interests of
the organisation, with skills-based boards to show
leadership and accountability, and to drive robust
culture and weed out inappropriate money-hungry
behaviour, from CEOs down”.
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Open to attack
Enhancing customer experience through
technology may be great for business,
but it makes you exponentially more
vulnerable to cyber attack, experts warn.

A

s companies strive to enrich their
customer experiences, the attack
surface has increased dramatically.
With this growing threat landscape
comes a proportionate increase in
the impact cyber attacks have on
enterprises and the customers they serve.
A cyber incident can be financially crippling – with
costs ranging from business interruption, security
impacts, incident response, third-party claims and
legal, to customer notification expenses, damage to
data and fines – not to mention damaging to brand
and reputation.
Former head of cyber security business services
at Australia Post and now co-founder and chief
wayfinder of Cynch Security, Susie Jones says: “The
surface area of a cyber attack absolutely increases as
a company adopts more technology, whether this is
for the purpose of improving customer experience or
for realising efficiencies within their operations.”
“Particularly as more businesses utilise third-party
software-as-a-service or platform-as-a-service solutions,
a business finds itself with more things to manage and
secure, as well as more vendors they need to assess
and negotiate with. All of this increases the surface area
of attacks, which should be weighed up against the
potential benefits of adopting the technology.”
Aon’s cyber insurance practice leader, Michael
Parrant, agrees: “We have got vehicles now that are
becoming more reliant on technology – even completely
driven by technology – and the threat surface from that
is exponentially bigger than it was. We are talking about
a world that could potentially be weaponised very
quickly and very easily if things got out of hand.”
WHAT CAN YOU DO?
Size doesn’t matter, says Jones. “All businesses,
big or small, should work towards having a clear
understanding of all technologies utilised throughout
the company – whether sanctioned by the company
or introduced by employee-direct actions – and how
they are interconnected.”

“WE ARE TALKING
ABOUT A WORLD
THAT COULD BE
POTENTIALLY BE
WEAPONISED VERY
QUICKLY AND VERY
EASILY IF THINGS
GOT OUT OF HAND.”
Cyber insurance
practice leader, Aon
Michael Parrant

“They should then prioritise the systems that are
most critical to their business, and work to protect
them. Simultaneously, their assurance teams should
work with procurement and legal to ensure the thirdparty contracts they are agreeing to provide the right
level of protection and access to data and information
in the event the third party is breached.”
“Finally, without the ability to detect a breach,
the company is flying blind. So it’s important to also
begin monitoring any technology being utilised that
touches critical data or operations, so you know as
soon as you have to respond.”
TRADITIONAL SOLUTIONS WON’T CUT IT
From an insurance perspective, Parrant says the
industry has been treating cyber attacks as a “new
world issue with old world challenges”, but they must
completely change the way risk is transferred. “It now
takes a different thought process to manage these
sources of exposures. Traditional insurances aren’t
necessarily the right solutions all the time.”
Parrant said the current process of getting a fully
equipped cyber policy placed can take a long time.
“These are concepts that haven’t necessarily been
considered in full by the insurance market yet. What we
are doing from a cyber insurance perspective is taking
cyber as a threat, and treating it as a proper peril, as
many insurance policies are predicated on a peril basis.”
Parrant said the benefits of a standalone cyber
policy mean a business is isolating a risk that could
potentially be devastating financially.
“The benefit of this type of policy is that you are
reassessing your cyber exposure separately with
certainty you’ve got other policy lines that treat your
traditional risks. You also know that, as best is possible,
you’ve got an insurance policy that treats these new
age, new world exposures that are not yet quantified.”
“By doing this, you’ve isolated your limited
indemnity so you’ve still got your one billion, two
billion, five billion limits for those other lines of
insurance, and you’ve got this ring-fenced, protected,
limited indemnity just for that fibre exposure.”
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Heal the world
Initiatives promoting climate-related
financial disclosure are bringing our risk
community together to fight global
warming. After all, a low-carbon economy
would be a moral and financial win.

A

sia Pacific insurers, brokers and risk
managers are coming together as
never before over climate change.
The Financial Stability Board’s Task
Force on Climate-related Financial
Disclosures (TCFD), and the United
Nations Environment Programme Finance Initiative
(UNEP FI) have motivated the risk community to work
on strengthening governance and improving analysis.
The TCFD was developed to help companies
assess and disclose the impact of climate risk on
financial stability. The UNEP FI is an initiative between
the financial sector and UN, aimed at encouraging
sustainability. This year, the UNEP FI’s banks and asset
managers joined a pilot project to implement TCFD
recommendations. An effort is underway to bring
insurance companies together in a separate pilot project.
SO WHAT ARE THE EXPOSURES?
The UN believes increased information sharing will
help financial institutions understand and report
climate-related risk, prepare them for climate change,
and help the transition to a sustainable economy.
QBE is one of several companies to join the UNEP
FI insurance industry pilot group, which launched over
the past few months. The pilot group aims to bring
the industry together to work on “the assessment and
disclosure of climate-related risks and opportunities”.
QBE chief risk officer Peter Grewal says the insurer
is “collaborating” with other companies on the pilot
group and has also contributed towards the UNEP
FI ESG standards for underwriting.
Grewal says QBE had taken steps to improve
climate-related risk management throughout
the company: “Our Climate Change Working
Group will support the company to review and
strengthen our governance around climate change,
including undertaking more detailed analysis of
our exposures to climate risk in various products,
markets and investments, and ensuring our risk
management processes incorporate consideration
of physical, transition and liability risks arising from
climate change.”

6

“ADDRESSING
CLIMATE CHANGE
NOT ONLY
MAKES GOOD
ENVIRONMENTAL
SENSE BUT
WILL ENABLE
OUR BUSINESS
TO ENHANCE
CUSTOMER AND
SHAREHOLDER
VALUE.”
Suncorp spokesperson
Nadia Farha

Grewal says QBE would also identify opportunities
“to assist our customers as they navigate the transition
to a lower carbon economy”.
Suncorp is also following the TCFD framework.
Spokesperson Nadia Farha says the TCFD is “helping
Suncorp and the industry assess and disclose
the emerging risks, opportunities and financial
implications climate change poses”.
Farha added that Suncorp has a dedicated Climate
Change Action plan. “We adopted the TCFD earlier
this year and we expect many more insurers and other
financial institutions to start using the framework.
Addressing climate change not only makes good
environmental sense but will enable our business to
protect and enhance customer and shareholder value
under various climate scenarios.”
A TWELVE-YEAR COUNTDOWN
Corporate risk managers say UN guidelines have helped
them to develop climate change strategies. Victoria
Tan, head of group risk management and sustainability
at Ayala Corporation, says: “We have anchored our
sustainability philosophy and framework with the UN
Sustainable Development Goals. Our main objective is
to mitigate our GHG emission as a group.”
Tan says Ayala will be integrating sustainability risk
into its annual risk assessment process. She says it
aims to work more closely with insurance partners: “We
are also doing a group-wide natcat modelling that will
inform our 2019 renewal process.”
Efforts come as the UN Intergovernmental Panel on
Climate Change (IPCC) report warned there is only 12
years to keep global warming at a maximum of 1.5°C,
and said urgent action was needed.
A recent Risk Frontiers article said the Australian
government had not adopted climate policy as
quickly as the financial sector. Risk scientist Thomas
Mortlock says the IPCC report “exposed an interesting
divide between sectors… with banking, insurance and
industry at large leading the charge in understanding
climate change risk and exposures, and the federal
government lagging”.
While disclosure has improved, Tan says there is still
a way to go: “The UN report on climate change is not
encouraging. We need to work faster than before.”
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Time to kill 3LoD?
Risk management as we know it has failed, says Risk
Culture Builders’ Horst Simon, and radical change is
needed. He believes the three lines of defence must go.

E

xecutives live in a world of information
overload and volumes have been
written on the causes behind the
crisis the world is in, with many fingers
pointing in every direction. A couple
of those fingers are pointing at us, the
risk professionals.
Very often, chief risk officers are wrongly seen as
super humans who can single-handedly identify, own
and be responsible for the management, reporting
and mitigation of all risks inside and outside the
business. How did we get this so wrong and how
can we fix it?
It is time for us to accept that risk management
as we know it has failed, and for as long as we try
to redirect – or break – the fingers pointing at us,
we will be stuck in this crisis. It is time to disrupt
risk management; the past is no longer a roadmap
for the future. Old concepts must die, and that
includes the practice of converting historic data
into risk reports resulting in hours of useless debate
in risk committees on what colour the ‘traffic light’
should be.
Regulations, cyber crime, crypto-currencies
and global climate change, a world where
businesses seem to boom today and are gone
or “acquired” by tomorrow – this is the world of
disruption in which risk practitioners must support
business managers to survive and build competitive
advantage over peers and over future competitors
that do not even exist yet.
JUST DIGGING MORE TRENCHES
Long ago, when things first got out of hand, the
three lines of defence (3LoD) model was created
by consultants and sold off as the magic that can
bring this world to order. The model is now outdated
and it drives the wrong mindset.
There is nothing to defend against: risk equals
reward, if you do not attack, you are the target. You
are either at the table or on the menu. Your time in the
trench is wasted; you do not even know what is on the

battlefield of business. The 3LoD model contributes
nothing to you getting more reward.
It is devastating to see so many people
and organisations still clinging to the
3LoD concept and now even
promoting 4LoD; trying to dig
even more trenches. I think we
must move beyond all the
defences and we must ignore
external assurance by third
parties telling us how well
the 3LoD works.
First, these ‘providers’ have to be paid for that
service and the best assurances will go
to the highest payers. Nobody will take any
accountability.
Secondly, nobody can ‘certify’ a risk management
practice in any shape or form. There are just too
many moving parts, so you can be perfectly certified
today and, due to the dynamics of change, have a
completely different risk profile by tomorrow morning.
Any kind of assurance or certification is only valid for
the moment in which it is given and promotes a false
sense of security that things are okay. Sounds like a
complete waste of time and effort to me.
THE SOLUTION: CULTURE BUILDING
Risk decision-making has always been on the front
line. The problem is that the 3LoD model started
driving the wrong mindset that there are two more
levels of defence. Added to that is the fact that the
front-line people were never trained; not even in
basic risk management skills.
Risk culture building is the only way forward
and claiming it is good to move risk decision-making
between different parts of the same business is
absurd. All people must manage risk at all levels.
Sadly, in my experience most organisations
claiming to use the 3LoD model never trained anyone
on the first line in any aspect of risk management.
Wake up to #Kill3LoD. This is our new reality and
there is no reset button!
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€20bn
total bank bailout
approved by Italian
government

The year in risks
When it comes to global risk, reviewing
the year that’s been can feel like
revisiting a lot of bad news. But the
good news? There are many risk
management lessons to be learnt.

WORST
EMERGING
RISK: ITALY
Italian banks have been unstable for years. In 2017,
the EU cleared a €5.4bn bailout of Monte dei Paschi di
Siena, the world’s oldest bank, pushing rescue funds
to over €20bn. But in 2018, Italian banks took a turn
for the worse. A radical new government declared war
on the EU’s fiscal rules. A stand-off is emerging that
threatens to bring down the entire banking system.
Under EU rules, Italy cannot borrow more than 3%
of GDP, less in non-crisis years. But Italy is in need of
upgrades. The Genoa bridge collapse highlighted a
national infrastructure crisis, from hospitals and schools,
to bridges and roads.
The new coalition intends to break EU rules. The
European Commission is threatening fines and sky-high
borrowing costs for Italy, but coalition leader Luigi
Di Maio says: “We will not backtrack by a millimetre.”
Wealthy Italians are already shifting cash to French and
Swiss banks.
Worst-case scenario? Cash flight, soaring borrowing
costs, downgrades and a meltdown.
LESSON: ITALY IS A TINDERBOX THAT COULD
IGNITE IN 2019.

WORST NATURAL DISASTER: HURRICANE MICHAEL
When Hurricane Michael hit the Florida
panhandle in October 2018, it was the third
most intense in US history. Winds of 155
mph were the fastest ever recorded there,
just missing out on Category 5 status.
Naturally, Michael caused devastation
along the Florida panhandle. It flipped
fighter jets at Tyndall Air Force base,
destroying swathes of the base at a cost
of $6bn. Flying debris closed roads in
Tallahassee, 130 kilometres inland.
And Hurricane Michael had already
battered Central America, damaging 1,000
homes in Honduras, and leaving 200,000
without power in Cuba. Overall, 60 people
died. Total cost: $11.3bn.
The question for risk managers

8

is whether the number of storms
is increasing. The answer: almost
certainly. There have been 16 ‘above
normal’ hurricane seasons in the past
25 years, easily the worst period on
record. The year 2017 recorded 40 ‘rapid
intensification’ hurricanes – in which a Cat
1 can accelerate to a Cat 5 in less than
24 hours. Hurricane Maria in 2017 caused
$90bn partly for this reason.
The cumulative cost of weather
events in the US in 2017 was $306.2bn, a
rise of 50% on the previous record set in
2005. The trend is clear.

LESSON: CAT 4 AND 5 HURRICANES
ARE INCREASING IN FREQUENCY

FIVE COSTLIEST
US HURRICANES
2005 $161BN

KATRINA
HARVEY
MARIA

2017 $125BN
2017 $90BN

SANDY 2012 $71BN
IRMA 2017 $50BN
Source: US Office for Coastal Management
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£2bn

lost by SMEs due to
Carillion’s demise

WORST
BANKRUPTCY:
CARILLION
A duty of risk managers is to assess counter-party
stability. If a trading partner goes under, the results
can be traumatic: unpaid invoices, supply chain
collapse, reputational damage, and more.
The starkest example of 2018? The collapse of
British construction giant Carillion.
Carillion’s fall offered three obvious lessons. First,
margins matter. Carillion operated on wafer-thin 1.6%
margins. This meant a single bad project could push
the balance sheet into the red. An lo, a £845m write
down of contracts pushed Carillion into oblivion.
Rupert Soames, grandson of Winston Churchill
and boss of rival Serco, famously keeps a toilet brush
on his desk to remind himself not to bid for work
lower than a cleaner’s 5% profit margin. Carillion
ignored this rule to win contracts.
Second is the threat of invisible risks. An
Aberdeen road bypass project was delayed by
public protests, bad weather and political
interventions. Costs soared, and Carillion took a
hammering. Risk managers simply hadn’t factored
in these potential threats.
Third: the illusion of size. Carillion was seen as too
big to fail. It wasn’t, and 30,000 SMEs are estimated to
have lost around £2bn as a result of assuming that a
blue chip couldn’t go under.

WORST NEW CYBER RISK:
RANSOMWARE
Ransomware is the leading new threat online,
and recently, prolific malware GrandCrab
scooped mind-boggling sums.
“Considering the lowest ransom note is
$600 and almost half of infected victims
give in to ransomware, the developers might
have made at least $300m in the past couple
of months alone,” says Bitdefender’ senior
e-threat analyst Liviu Arsene.
And paying out does not always ensure
recovery of files. A survey by CyberEdge showed
that a quarter of ransomware victims who
paid up never got their data back. Meanwhile
87% of those who refused to pay managed to
restore systems. The sums involved suggest the
problem is only going to get worse.

77%

of networks were
breached last year

55%

of organisations
were compromised
by ransomware
last year

12%

of a typical
enterprise IT budget
is spent on security

LESSON: BACKUPS ARE THE ONLY RELIABLE
SOLUTION TO RANSOMWARE.

WORST POLICY
EVENT: BREXIT

LESSON: LEAN MARGINS MULTIPLY RISK.

12,000
potential financial
services job losses
caused by Brexit

Deutsche Bank’s chief economist David FolkertsLandau believes the Britain can to do “just as well,
if not better” than the rest of the EU after Brexit.
He’s not the only optimist in the long term. But in
the short term, Brexit is chalking up multiple costs
for the UK economy, and in particular, the financial
centre.
In terms of job losses, the hit so far is small.
By July 2018, only 1,600 jobs had moved, according to
the City of London Corporation. However, City policy
chair Catherine McGuinness believes losses due to
Brexit could reach 12,000.
But that’s not the final number. The slow migration
of functions to Dublin, Luxembourg and Frankfurt could
create a rival infrastructure, where none previously
existed. Future relations rest on mutual recognition
agreements, and arbitration in the event of a dispute.
At stake is the £70bn in annual taxes for the UK
government, and a trade surplus of £58bn, generated
by financial services.
At present, French bank Société Générale has
ordered staff to relocated to France to further their
careers, a potential sign of the Cold War to come.
LESSON: POLITICAL RISKS CAN BE THE
BIGGEST OF ALL.
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WORST DATA BREACH:
INDIA’S AADHAAR
We asked UK’s Penetration Tester of the Year, cyber defence
services manager Mathew Ettelaie of KPMG, what percentage of
big companies he could hack. His answer: “All of them.”
This year Facebook admitted 87 million records had been
“improperly shared” with Cambridge Analytica, allegedly violating
a promise to the US Federal Trade Commission not to share data
without users’ permission.
Fitness app Strava released anonymised user data to create
infographics. The problem? Military personnel were easily
identifiable in Syria and Afghanistan.
But the worst breach of 2018? India’s flagship Aadhaar
biometric programme, with 99.9% of Indians enrolled, was
exposed as flawed in several ways. A Google search could bring
up names, parents, PAN numbers, phone numbers, religion, marks,
bank account numbers, IFSC codes and other information – all
this on a system declared to be unbreachable.

LESSON: BREACHES ARE ONGOING. NO ONE
IS IMMUNE.

WORST CASE
OF CREATIVE
DISRUPTION:
TESLA
When Nokia went bust, it dragged Finland into a threeyear recession. Could Germany now be facing a similar
risk? Tesla Motors outsold Mercedes-Benz in the US
in Q2 2018. More than that, the Tesla Model 3 outsold
premium sedans by all manufacturers combined.
Activist investor Andrew Left of Citron Research, a vocal
critic of Tesla, declared: “Plain and simple – Tesla is
destroying the competition.”
The threat to the German economy is huge. A fifth
of Germany industry is automotive, and 78% of cars
made are for export. A third of all R&D is in the sector.
Tesla holds a hand of aces: leadership in driverless
tech; access to cobalt reserves needed for batteries; a
squeaky-clean brand; no fossil division to manage; and
industry-leading impact safety. A report by Berenberg
Bank said investors had under-estimated Tesla’s
finances, margins and battery systems.
When Netflix first appeared, the chief executive
of Time Warner Jeffrey Bewkes dismissed the threat,
saying: “It’s a little bit like – is the Albanian army going to
take over the world?” We all know how that turned out.
LESSON: GERMAN INDUSTRY IS FACING A WAR
WITH INSURGENTS.
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WORST NEW RISK
TO THE ECONOMY:
A US TRADE WAR

99.9%

of Indians were enrolled
in the data-breached
Aadhaar

“I would say the policies that are embraced by the US
administration around trade represent the biggest
risk today to the global economy.” That’s the warning
of Philipp Hildebrand, vice-chair of BlackRock, the
world’s largest asset manager, and former chair of the
Swiss National Bank. Hildebrand points to president
Donald Trump’s tariffs imposed on $250bn worth of
Chinese goods as evidence of a concrete risk, adding:
“You have some very exposed countries.”
China tops the list of vulnerable nations, but Canada
and the EU spent much of 2018 fighting arbitrary
tariffs introduced by the US. In January 2018, Trump
introduced tariffs on solar panels and washing machines
of 30–50%. Steel and aluminium tariffs followed.
Risk managers must prepare for retaliation, leading
to disruption for export markets and supply chains, and
ripple effects as interrupted parties seek to recoup costs.
China’s richest man, Alibaba founder Jack Ma,
called the US-China trade war “the most stupid thing
in the world”, saying it would be the US who lost most
from such a dispute. No resolution is in sight.
LESSON: TRADE WARS ARE BACK.

MID-SIZED PREMIUM SEDANS:
US MARKET SHARE
100%
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WORST HEALTH
RISK: SLEEP
DEPRIVATION
“The Simplest Way to Drastically Improve
Your Life: More Sleep.” This recent New
York Times headline captures the Zeitgeist
of 2018, in which sleep, or the lack of it,
was the #1 health concern.
Sleep problems are now known to
cause dozens of health problems. Sleep
neuroscientist Matthew Walker wrote in
his bestseller Why We Sleep: “Routinely
sleeping less than six or seven hours a
night demolishes your immune system,
more than doubling your risk of cancer.”
Add to this an increased chance of
Alzheimer’s, cardiovascular disease
and stroke. The ability to remember
information plummets. Even one bad night
of sleep a week can raise blood sugar so
profoundly to qualify as pre-diabetic.
It used to be that 2% of Americans were
sleep-deprived. Now it’s a third. Sleep is a
major risk for doctors and other medical
professionals, in the armed forces, and
in boardrooms as exhausted executives
perform erratically.
Sleep is a clear health and commercial
risk. Proctor & Gamble and Goldman Sachs
offer sleep clinics. It is time that others
should, too.
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WORST
COMMODITY CRISIS:
THREE “C”s
A shortage of a commodity can send a shock wave
through global supply chains. Current flashpoints?
Copper, cobalt and coal. Copper hit prices spiked in
2018 due to strikes at the world’s largest copper mine,
Escondida in Chile, plus an acceleration in global
demand. Further strikes in Chile, where 27% of global
ore is produced, pose ongoing risks.
Coal shortages are a persistent problem in
India. The Northern provinces rely on coal for
power. Shortages trigger power cuts, causing
disruption to industry. The Aluminium Association
of India asked the government to stop prioritising
supplies to power plants to prevent further chaos
in the metals industry.
Cobalt is a key ingredient in electric vehicle
batteries. A London Metals Exchange forum on cobalt
heard a deficit is forecast for the next three years.
Production is slowly responding, starting with a ramp
up of production in the DR Congo, leading to a price
dip, but the future remains turbulent.

30%

LESSON: EMPLOYEE SLEEP LEVELS
MUST BE TAKEN SERIOUSLY.

of Americans are
sleep-deprived (getting
six or fewer hours
per night)

LESSON: VOLATILITY IN COMMODITY SUPPLY
AND DEMAND CHALLENGES SUPPLY CHAINS.
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We’re going through changes
In our end-of-year survey, StrategicRISK asked the Asia-Pacific risk
community what risks were top of mind going into 2019. Heading
the list – the changing competitive landscape. So how do you
prepare for the future when the horizon keeps shifting?

“IT ISN’T
SURPRISING THESE
RISKS RANKED
VERY HIGHLY. IT
REFLECTS THE
HOLISTIC BUSINESS
PERSPECTIVE THAT
RISK MANAGERS
HAVE TO ADOPT
NOWADAYS.”
Vice president, mergers &
acquisitions and corporate
planning, StarHub
Ryan Tan

S

trategic risks have dominated our
annual survey in 2018, demonstrating a
clear shift from the external or operational
concerns that have topped lists in
previous years.
Failure to innovate continues to plague
Asia Pacific risk managers as their top concern in
terms of financial impact. Changing competitive
landscape, targeted cyber attacks and failure of
critical infrastructure also rated highly, both in terms
of financial impact and likelihood to occur.
Ryan Tan, vice president, M&A and corporate
planning at Singapore-based telecom StarHub tells
StrategicRISK: “It isn’t surprising that ‘changing
competitive landscape’ and ‘macroeconomic change’
ranked very highly as risks. It reflects the holistic
business perspective that risk managers have to
adopt nowadays, where strategic business risks often
feature very strongly in the set of risks we have to
mitigate against.”
Of course, cyber risks are now top of the mind for
any organisation big or small, and it is no surprise that
this also scored strongly as a key risk,” he adds.
AirAsia group head of risk and insurance Suchitra
Narayanan comments: “At AirAsia, while competition

KEY
Likelihood
1. Unlikely to occur in a 10-year period
2. Unlikely to occur in a 5-year period
3. Likely to occur in 2–3 year period
4. Likely to occur in a one-year period
5. Likely to occur more than once in a year

12

is of course intense, the market share and variety
of routes mean that for the ASEAN market at least,
we don’t see the competitive landscape being our
biggest risk, in the low-cost carrier environment in
which we operate.”
“Certainly an economic slowdown in economies
such as China have a significant impact on our
growth and we are always looking for innovative
ways to still encourage people to fly, despite a
lagging economy.”
“I agree with cyber being rated as highly as it has
been but while there are of course measures we
do take to ensure we are always protected, recent
examples of attacks demonstrate that an organisation
can never stop looking ahead to understand and
predict new attacks that might emerge; so this risk is
preventable to an extent but it’s almost impossible for
most organisations to not be a target.”
Narayanan also notes the importance of
brand health. “I would put the reputational risk
higher up [for AirAsia] as brand health is incredibly
important to us and is something we focus a lot
on. We certainly don’t like to rest on our laurels –
after all, the brand is so intrinsically linked to our
growth strategy.”

Financial impact
1. Insignificant. Impact equivalent to less than 0.1% of total
annual income.
2. Minor. Impact equivalent to 0.1%–1% of total annual
income.
3. Moderate. Impact equivalent to 2–5% of annual income.
4. Major. Impact equivalent to between 5–10% of annual
income.
5. Catastrophic. Equivalent to greater than 10% of annual income.
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TOP RISKS BY LIKELIHOOD AND FINANCIAL IMPACT
From a list of 31, respondents were asked to select between 5 and 10 risks that are of greatest concern to their
business. Respondents were then asked to rate the risks they had selected by likelihood and financial impact.
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TOP RISKS BY LIKELIHOOD, FINANCIAL IMPACT AND TIME TO IMPACT
From a list of 31, respondents were asked to select between 5 and 10 risks that are of greatest concern to their business.
Respondents were then asked to rate the risks they had selected by likelihood, financial impact and time to impact.
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1. Very low: Impact occurs very slowly over more than 12 months
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4 High: Impact is felt quickly, in a matter of days or weeks
5 Very high: Little or no warning/instantaneous
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Avoid the road to irrelevance
Failure to innovate to meet the changing competitive
landscape is a concern for the risk industry. But risk managers
must ensure their businesses are not left behind.

T

he inability to innovate, and cope with
changing competition, were given as
leading risks by our respondents. Our
findings reveal the changing competitive
landscape is a huge source of concern for
risk managers, as traditional industries
continue to be disrupted by tech-driven new entrants.
Respondents pointed to the changing competitive
landscape as the most likely risk for 2019, giving it 4/5
likelihood. Failure to innovate got a 3.4/5. Risk managers
believe the changing competitive landscape will have
a moderate financial impact (3.6/5), while failure to
innovate will have a slightly bigger impact (3.7/5).
One risk manager fears the “development of new
technologies”, while another is concerned about “nontraditional competitors”. Respondents worry their firms
will become “irrelevant” or “uncompetitive” if they fail
to innovate. One risk manager expressed frustration at
the lack of innovation in their business, while another
noted “complacency and resistance to change”.
Failure to innovate can be disastrous for
any business. How can risk managers facilitate
innovation, and ensure their company does not fall
by the wayside?
Patrick Smith, the founder of Acumen
Advisory and global insurance and business
resilience leader for Deliveroo, says risk
managers need to position their companies
for the future and incorporate technology
as much as possible. “The key positioning
for the modern risk manager is to become
immersed in the strategic future of their
organisation. It is highly unlikely that
sustainable and resilient organisations will
have ignored the competitive advantage that
digital technology can offer.”
Smith says digital strategy should be a
priority, and risk managers should review the
benefits and downsides of technological change
within their sector: “With the pace of change, horizon
scanning has never been more important. Obviously,
operational risk and adequacy of controls are no less
important today; but dedicating time to understand
the world outside will highlight the strategic
importance of the risk manager. Read, look, listen and

“ARGUE WITH
CONVICTION. IF IT
DOES NOT OOZE
RELEVANCE TO
YOUR COMPANY,
THEN YOU AND
YOUR VIEWPOINT
WILL BE MARKED
DOWN. BE WELL
PREPARED AS YOU
MAY ONLY HAVE
ONE SHOT AT THIS.”
Risk consultant
Eamonn Cunningham

envisage future risks and opportunities will deliver
the insights and relevance that boards and executives
teams require and often crave.”
HOW CAN YOU LEAD THE WAY?
What practical steps can risk managers take to prepare
their business for innovation and new competition? Risk
consultants believe closer cooperation between risk
teams, decision-makers and sales divisions is vital, while
boardroom execs need to be open-minded to change.
Risk consultant Eamonn Cunningham says risk
managers should keep a close watch on their company’s
competitive landscape: “That starts with an intimate
knowledge of their organisation and the obstacles
it faces in pursuit of its strategic plan and associated
strategic initiatives. If you don’t have knowledge of these,
you really cannot add value. Talk to colleagues and get a
sense of their view of the magnitude of these variables.
This helps you discriminate between the relevant as
opposed to the merely interesting.”
Ryan Tan, vice president of M&A and corporate
planning at StarHub, believes risk managers must
look beyond their own team and take a wider view:
“Risk managers of the future need to maintain their
relevance to the business. In this sense, it is critical
that they are kept up to date on the industry and
functional developments as a whole, rather than
just confining themselves to the ERM function.”
Of course, even with best intentions, and
strategies, risk managers face a challenge to
ensure their voice is heard. Cunningham says:
“Put your hand up and argue with conviction a
particular but well-prepared point of view. If it
does not ooze relevance to your company, then
you and your viewpoint will be marked down. Be well
prepared as you may only have one shot at this.”
Cunningham said risk managers should play
a central role in helping their business adapt to a
changing competitive environment: “[Companies]
need to adopt a perspective that all is in flux and
be mindful of the adage ‘change or be changed’.
Risk managers can encourage their firm to see the
upside potential in examining where their organisation
is vulnerable. Be brave, be forthright and guide your
company through this process.”

www.strategicrisk-asiapacific.com < Q4 2018 ASIA PACIFIC EDITION StrategicRISK

SRQ42018 p12-17 Survey.indd 15

15

12/14/18 11:01 AM

SURVEY >

This means war?
With the US unlikely to back down from
its position on tariffs and a potential trade
war with China, deep fears are looming
that the Asia-Pacific region could be hit by
a major macroeconomic event.

T

en years on from the global financial crisis,
the threat of another major downturn
continues to haunt risk managers. In
addition, geopolitical tensions have
increased risks for companies across
the Asia-Pacific region.
Respondents to our survey cited an economic
slowdown/slow recovery as one of their biggest risks,
alongside macroeconomic changes. Trade wars,
tariffs, a strengthening US dollar, rising global interest
rates, and the availability of capital were chosen as
leading issues.
Macroeconomic change was picked as the second
most likely risk for 2019, and given a 3.9/5 likelihood.
They predict it will have a moderate financial impact of
3.5/5. An economic slowdown was given a likelihood of
3.4/5 but could have a financial impact of 3.7/5.
One risk manager said a “general slowdown” was
a big risk, while another stated a slowdown could
“reduce spending on technology”. Others focused
on trade tensions. One stated “trade wars are not
conducive to business”, while another warned tariffs
“raised the risk of a major macroeconomic event
impacting our business”.
Global monetary policy could also have a damaging
impact on Asia-Pacific businesses. The US raised interest
rates in 2018, and risk managers fear rising rates could
impact access to capital and affordability.
Stuart Ashworth, managing director, financial
solutions, at Willis Towers Watson, Asia-Pacific,
believes trade wars are symptomatic of the shift
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“TRUMP WILL
BELIEVE THE
POLICY IS WORKING.
IT IS ‘AMERICA
FIRST, BUT THE
WORLD MAY
SUFFER.”
Managing director,
financial solutions,
Willis Towers Watson
Stuart Ashworth

towards populist leaders. “Populist politicians have
tapped into a general discontent in the world. And
that can erode confidence.”
KNOCK-ON EFFECTS FOR THE REGION
The US-China trade war has had a large impact on both
superpowers over the past year, with a notable knock-on
effect across the Asia-Pacific. In early December, the
two countries announced a 90-day truce, but hostilities
are widely expected to resume in the new year. US and
Chinese trade tariffs have already hit some of the region’s
most prosperous economies. Singapore is forecasting
weaker demand from other Asian markets in 2019 as the
trade war takes its toll. Singapore expects growth to fall
to 1.5% next year, down from 3%–3.5% this year.
Michael Lum, head of surety, trade credit and PRI
for APAC at Swiss Re Corporate Solutions, says it is
too early to calculate the true cost of trade tariffs. “On
one hand, we are likely to see shifts in production to
low-cost countries intensifying and, as such, this could
actually help some South East Asian economies such
as Malaysia and Vietnam. At the same time, given how
integrated the global supply chain is, there will be
economies like South Korea and Singapore that may
suffer from the knock-on consequences.”
Martin Baghdadi, a director at Control Risks, predicts
trade wars will have an impact on the Australian
economy: “It may have an effect on disposable income
in China, and the Chinese will not be buying as many
Australian luxury goods. Australian exports will suffer.”
Baghdadi says companies should diversify their
manufacturing base: “Companies relying on China for
their supply chain should be looking to spread the risk.
I’d advise companies to look at other countries in Asia,
such as Vietnam or Thailand.”
Ashworth expects the US to pursue its controversial
trade policy as long as its economy continues to
prosper. “Trump will believe the policy is working. It is
‘America first, but the world may suffer.’”
He believes the strength of the US economy could
cause investors to pull out of developing markets: “The
economies slow, returns get worse and in turn, more
money is pulled out. That is what happened in the Asian
financial crisis; there was a sudden exodus of cash.”
Ashworth believes the strong dollar could hurt Asian
businesses with US debt: “If you’re a state oil company
and you’re paying in dollars, but earning in Thai Baht or
Vietnamese Dong, there has to be an issue.”
In an uncertain time for the global economy, how
can risk managers guard against macroeconomic
risk? Ashworth says companies should consider the
international reach of their supply chain as well as
their insurance arrangements: “Measure
the risks you have – what would the
dollar cost be of sourcing alternative
materials? What is your pain
threshold? You then need to manage
those risks within your normal risk
procedures, and then you have to
look at ways to mitigate those risks
by diversifying client base, or lay some
risks into the insurance market.”
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Bracing for regulatory impact
An anticipated wave of regulation is making risk managers
nervous about the coming year. But with a focus on individual
accountability, could the upside be a more risk-averse climate?

C

hanging regulation was highlighted as a
leading risk for Asia-Pacific risk managers
over the next year. A host of changes in the
region, and some regulatory issues further
afield, will have a significant impact on
regional businesses in 2019.
A greater focus on individual accountability, stronger
data protection laws, tougher financial regulation, and
new governmental policy are expected in the year to
come. Risk managers are braced for a wave of regional
changes, while global regulatory developments,
including major European directives, will also impact
Asia-Pacific companies. Regulatory experts say the
fragmented nature of Asia-Pacific regulation will make it
difficult for businesses in the next few years.
Survey respondents predicted “stricter” regulatory
rules in their home market, while “uncertainty”,
“tightening of enforcement”, and the “inability to adapt”
were also given as concerns. Risk managers said there
was a 3.5/5 likelihood of regulatory change for their
business, which could have a financial impact of 3.3/5.
“When I talk to clients, regulation is top of their
agenda,” says Hannah Cassidy, a Hong Kong-based
partner at law firm Herbert Smith Freehills. “Ten years
on from the GFC, the continuing global trend has been
more regulation. It is no different in Asia.”
Cassidy believes technology-focused regulation
will be front of mind for risk managers: “The regulator
in Hong Kong has just announced a thematic review
into corporate risk management frameworks, and one
of the issues they will be looking at is data risk. They
will want to understand how firms are managing data,
and what procedure and controls look like.”
Australian regulators have also strengthened data
protection laws. In February, Australia introduced
mandatory data breach notification laws. The laws
were passed following a spate of breaches across the
Asia-Pacific region in recent years.
Risk managers for multinational companies face
another challenge. Jeremy Birch of Herbert Smith
Freehills says: “Disparate laws across various jurisdictions
are likely to create issues. If you look at Europe, GDPR
is a consistent law across the EU. In Asia, it is so
fragmented. Each jurisdiction has a different approach.”
BEARING RESPONSIBILTY
The spotlight on data comes as regulators place more
scrutiny on individual accountability. Hong Kong has

taken steps to toughen up its accountability
regime for senior managers, while Singapore
and Malaysia are likely to follow suit.
Australia has also taken action. In July, it
introduced the Banking Executive Accountability
Regime (BEAR), which will see directors and
officers bear personal liability for regulatory
failings. Under the regime, companies can not
use indemnity insurance to cover directors and
officers for failings.
Rehana Box, a partner at Ashurst, says
BEAR marks a change in direction for Australian
corporate regulation. She expects the regime to
extend beyond banking: “There is an increased
focus on corporate responsibility following the Royal
Commission [into financial services]. It is pushing
personal responsibility to accountable individuals –
broader than the boardroom. BEAR is likely to have a
more general application across corporates.”
This applies to risk managers, too. In Hong
Kong, regulators updated and clarified their
accountability regime last year. Companies are
now required to identify an individual or ‘Manager
in Charge’ of key functions, including risk
management. In the event of a risk management
failure, executives are individually liable for
sanctions, fines and civil proceedings.
Cassidy says: “Senior managers are being
brought more into the spotlight, and they will bear
the prime responsibility for any failures by firms.
Regulators are going to use those regimes, and
there is a big appetite to take enforcement action
against individuals.”
Following a wave of corporate scandals over the
past few years, and the emergence of the #MeToo
movement, Cassidy says whistleblowers are more
likely to come forward in the current environment,
adding further risk.
“In Singapore and Malaysia, in particular,
there is generally an increased focus on
individual conduct. We are seeing firms
become more risk-averse, and people
are being more thoughtful about
whether their conduct falls foul of
the regulatory framework.”

“WE ARE SEEING
FIRMS BECOME
MORE RISK-AVERSE,
AND PEOPLE
ARE BEING MORE
THOUGHTFUL
ABOUT WHETHER
THEIR CONDUCT
FALLS FOUL OF
THE REGULATORY
FRAMEWORK.”
Partner, Herbert
Smith Freehills
Hannah Cassidy
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Risk appetite
Much more than a food delivery
service, Deliveroo serves up vast
amounts of big data – and fresh new
risks – daily. It relies on business resilience
leader Patrick Smith to stay creative.

E

verything about Deliveroo screams
entrepreneurship and innovation. From
its trendy office, which is exactly what
you might expect from a new-age tech
company (big, bright, lounge-style and
open-plan, complete with a one-acre
rooftop garden) to the people (high-energy, creative
types who eschew the corporate dress code). This feels
like an environment where great things happen.
Technology, plus creativity and innovation are
the catalysts for Deliveroo’s meteoric rise from
start-up to a business that has transformed the food
industry, and in just five short years. But it is the risk
management story that is truly inspiring here, and it is
fuelled by the same level of gusto and creativity that
Deliveroo has become known for. The man behind
it? Patrick Smith, Deliveroo’s global insurance and
business resilience leader.
In 2013, the company was launched with one
simple mission: to deliver upmarket restaurant meals
to the masses, but Smith sees the company’s identity
as anything but simple.
“Is Deliveroo a food delivery service? Yes, it
probably is,” he says. “Is it a digital platform? Yes, it’s
that too. Does that make it a technology company? I
guess you could say that.”
So what is Deliveroo really? “A big data company,”
Smith states. “Deliveroo uses a digital platform to
connect customers with restaurants and the cyclists
that can deliver this food. The app creates a lot of data
that gives us intelligence about who wants to eat what
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and where – that’s powerful. How this data is used
is what makes Deliveroo more than just a food
delivery service.”
REAL FOOD, VIRTUAL RISK
The company’s impressive growth reflects just how
big its big data potential is. Deliveroo’s on-demand
mobile app is the jewel in its big data crown and is
what earned it a reputation as one of the pioneers of
the burgeoning gig and on-demand economies.
The app connects tens of thousands of people to
about 50,000 restaurants in 200 towns and cities and
13 countries. About 50,000 freelance riders around the
world make deliveries within, it claims, just 30 minutes
of an order, 24 hours a day, seven days a week.
With such a large digitally connected network, the
food delivery empire is gathering data on just about
anything and everything concerning its restaurants,
riders and customers. From food preferences to
operational matters: it knows what food is trending
(potatoes in all varieties: mashed, fried, sweet,
according to one report); and which cities like their
curries very spicy or very mild.
On the operational side, it can pair riders to orders
based on algorithmic calculations of rider delivery
and food preparation times; and as soon as a health
and safety incident has taken place, it can react and
resolve it quickly, or predict future problems to avoid.
Although core to its business, its fame comes from
more than just a snazzy app, says Smith: “Will Shu, our
chief executive, was recently voted as one of London’s
top five influencers by UK newspaper, the Evening
Standard. This isn’t because he developed a fastblown digital platform, it’s because Deliveroo is using
its platform to influence.
“We have a business that is directly influenced by
customer behaviour, which then uses this information
to influence the food industry, with the aim of making
what was previously unavailable, affordably available.
This is terrifically exciting.”
Its next data-inspired venture? A series of
delivery-only kitchens strategically placed near to
areas showing unfulfilled demand for good-quality
restaurant food – all guided by intelligent big data
analysis and customer insight, of course.
These ‘virtual kitchens’ are a new phenomenon
in the rise of the intangible and gig economies. From
London to Singapore, Paris to Hong Kong, Deliveroo’s
satellite kitchens are being set up across the world
in prefabricated, low-rent structures – warehouses,
car parks, and even metal boxes. Fully equipped and
close to residential and office areas, these kitchens
give restaurant brands access to untapped markets,
customer demand, as well as a network of freelance
riders – without the overheads of a physical restaurant.
They represent a new reality of ‘virtual branding’,
in which a restaurant’s food takes centre stage and
where a restaurant’s reputation is measured mainly
on this and none of the other indicators of brand
quality for bricks and mortar restaurants (such as
front-of-house customer service, food presentation
and ambience).
This is the potential of the intangible economy,
where businesses can achieve huge success by
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“WE HAVE A
BUSINESS THAT
IS DIRECTLY
INFLUENCED
BY CUSTOMER
BEHAVIOUR, WHICH
THEN USES THIS
INFORMATION
TO INFLUENCE
THE FOOD
INDUSTRY. THIS
IS TERRIFICALLY
EXCITING.”
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owning little more than a mobile app, digital platform
or online booking system (think Uber, Airbnb and
arguably, co-working office space provider, WeWork).
Even the world’s most successful businesses, Apple
and Amazon, while selling physical products, achieved
market dominance on more nebulous concepts:
algorithms, models and brands.
And traditional corporates are not shying away. They
too are becoming ‘asset light’ – in fact, more than 80%
of S&P500 businesses are made up of intangible assets –
data, intellectual property and brand.
It is against this economic backdrop that Smith is
managing a whole host of ‘newer’ risks and an elevated
level of uncertainty. And it is these more strategic risks of
reputation, people, cyber and IP – the risks connected
to the company’s brand, mission, ethos and future – that
trigger Smith’s seasoned risk radar.
THE GREAT PROTECTOR
It is for this reason, to defend the reputation and
brand Deliveroo seeks to stand by, that Smith is keen
to dispel the notion that tech start-ups in the new
economy are ‘disrupting’ their respective industries.
“Deliveroo is transforming and enhancing the food
industry, not disrupting it,” he asserts. “The Deliveroo
model helps restaurants cook more food that people
want to eat. It is opening consumer channels that
didn’t previously exist – it is not questioning the way in

which restaurants operate. It is building another layer
of opportunity for restaurants and customers, using
technology and data intelligently to make it happen.”
So important is this mission that it filters right down
to every single level of the company. “Deliveroo’s
strategic model is a business playbook for staff in all
territories. There isn’t a 15th floor, with a special lift
for executive management – everyone is together.
The company operates on the concept of ‘shadow
of the leader’ and everyone understands their role in
delivering Deliveroo’s strategic objectives. However,
the devil – or the risks to our brand – is in the detail.”
Anything that could harm Deliveroo’s hard-earned
reputation takes priority. “Deliveroo is very smart in
understanding the importance its brand image has on
its existing and future value,” Smith says. “Deliveroo
cares about how it is perceived by customers and
stakeholders, and ensures that it takes good care of
them. This is what I love about Deliveroo. It has a laser
focus on doing business properly so that its kitchens
and freelance delivery teams are fully protected.”
In fact, Deliveroo has been no stranger to public
criticism. As with other gig-economy businesses, it
recently came under fire for the lack of protection
offered to freelance riders, who are classed as selfemployed and therefore not entitled to protections
such as minimum wage, holiday and sickness pay.
Politicians, unions and riders themselves have
been fervently campaigning for these conditions.
Deliveroo’s response? To build an insurance
programme that can offer better protection.
“The big difference between traditional corporate
life and the Deliveroo model is that the people who
deliver food are not employed by Deliveroo – they are
freelance. And they value the flexibility that freelancing
affords,” says Smith. “Although our riders are not
employed directly by Deliveroo in the traditional
sense, our ambition is to be market leaders in the gig
economy for protecting our freelance riders. So, I have
been focused on building a suite of solutions that can
offer leading protection and security to riders on the
job, while respecting the benefits of freelancing.”
The culmination of this work is a free-of-charge

“IT IS A STRONG
CULTURE OF TRUST
THAT PROTECTS
OUR IP. DELIVEROO,
UNRESERVEDLY,
TRUSTS ITS
EMPLOYEES TO
UNDERSTAND WHAT
THE GAME IS.”

ACT LIKE THERE IS NO INSURANCE?
Crucially, insurance can’t be your only armour to
defend against intangible risks.
“If you start from the point of asking insurancerelated questions, protecting intangible risks becomes
very hard, because suddenly you frame the question
around what insurance can or cannot protect;
whether it wants or doesn’t want to provide coverage.
For me, I only look at insurance as one risk transfer
opportunity,” Smith says.
“The challenge is not necessarily in understanding
what the risk to intangible assets might be, but the

50,000

DELIVEROO: BY THE NUMBERS
The food delivery empire is global, connecting tens of thousands
of people to local restaurants and collecting vast amounts of data.

200

towns

and cities

insurance programme, currently worth about
£10 million. It provides coverage for medical costs,
income loss owing to accidents and third-party
liability to riders on the road. The company argues it is
“more substantial and wide-ranging than comparable
products for those working in the on-demand
economy”.
People-related risks involving in-house members
of staff take a different guise, however, being more
closely linked to intellectual property. Deliveroo
operates a culture of openness and transparency.
“The culture of the organisation is far from
secretive,” says Smith. “When you are a creative
organisation and constantly supported to think
innovatively, bounce and try new ideas, how do you
know which are commercially sensitive and should be
protected and kept confidential?
“So, when it comes to people, the concerns are
not so much the traditional people risks like business
travel but the level of IP that our employees hold and
the risk of it being inadvertently leaked.”
This is where corporate and risk cultures become
a strong risk management tool, explains Smith.
“Managing IP-related risks comes down to having
a set of strongly defined business values. In our
environment of fluid exchanging of ideas, it is a
strong culture of trust that protects our IP. Deliveroo,
unreservedly, trusts its employees to understand what
the game is and to be part of a family that makes
things work. That’s just the way Deliveroo is.”

local
restaurants

50,000

freelance riders

30
minutes

Time taken for your order to
arrive at your door

13

countries
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size of that risk. To what degree will it threaten the
company’s strategy? What does a risk scenario look like
and how would we deal with it if said event occurred?”
Instead, the story should begin with the idea that
all risks are uninsurable. “Act like there is no insurance
and plan for the risk scenario. If your data is stolen, for
example, what are the recovery steps that would protect
your business strategy and objectives? What resources
should be deployed and prioritised? What are the crisis
management, business resilience, business continuity
planning, and disaster recovery plans? These plans
then need to be tested and simulated. That’s real risk
management to me.”
WHAT’S THE TAKEAWAY?
These ‘new’ risks are what excite Smith and why he was
keen to accept the role when Deliveroo first approached
him in July 2017. “I knew accepting the assignment with
Deliveroo would expose me to a different world from the
one that most corporates are challenged by.”
“I’ve spent years in traditional environments, where
part of my role was dealing with insurable risks. But
having experience in both traditional and creative
businesses allows me to fix a huge issue. The issue
is this: creative organisations have new and different
risks but no particular experience of risk financing, risk
transfer and insurance, and so arguably, they don’t
know what questions to ask.”
“Then you have providers of risk financing, risk
transfer and insurance. They have age-old policy
wordings and historic ways of operating. So how do you
align that with the new and changing risks of today?”
It just takes imagination, he believes. “You need
strong risk managers to fight the corner of the creative
organisations in a way that stimulates creativity in
service providers, helping them to unleash their
strengths in a different way.”
Most insurance comes as an annual contract.
Deliveroo is not an annual business, so immediately, I’m
thinking, how do I remake traditional risk or insurance
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“YOU NEED STRONG
RISK MANAGERS
TO FIGHT THE
CORNER OF
THE CREATIVE
ORGANISATIONS
IN A WAY THAT
STIMULATES
CREATIVITY
IN SERVICE
PROVIDERS.”

to address this different type of problem? My approach
to risk is enhanced by working in places like Deliveroo.
I import different ways of thinking and looking at risks,”
he says. “I can cite several examples of times I have
gotten neat things done because I have started in a
completely different place.”
Smith isn’t afraid to challenge the status quo.
His philosophy for managing complex risks of new
economies is to learn from the old – his traditional roots
– and embrace the new.
For all the digital innovation and let’s call it
‘disruptive transformation’ that Deliveroo has delivered,
it has also challenged traditional risk and insurance
management – for the better. And you thought
Deliveroo was set up simply to deliver food?

PATRICK SMITH’S RISK RÉSUMÉ
The risk leader is passionate about bringing out the creativity in
traditional service providers, to best serve the new creative
companies in our new gig and on-demand economies.
Aside from his work for Deliveroo, Smith sits on the advisory board of
UK-based company, Corporate Risk. In addition, he is executive director
of Specialty Protection Services, a niche specialty consultant focused
on developing innovative risk and insurance programmes for affinities,
digital platform providers and the hospitality and entertainment
sector. Here Smith is also a gig economy freelancer. “It’s the direction
that employment is going in,” he says.
He also founded Acumen Advisory in 2015 – a management
consultancy focused on strategy, risk management frameworks,
global insurance and captive programmes and optimal organisational
design and transformation. Previously, he held roles as chief risk
officer of The Warranty Group, and international director of risk,
insurance and claims management for the Hertz Corporation.
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REPORT > COUNTERFEIT GOODS

An Australian honey scandal has shown the scale of
counterfeit risk, and the sticky situations it creates
for businesses. But there are ways risk managers can
counter this crime that goes way beyond economic.

I

n early October, professors at Macquarie
University completed a study into whether
honey products in global supermarkets
matched the claims on their labels. In a
startling discovery, researchers revealed 27%
of local and global-branded honey products
were in fact counterfeit. Nearly one in five sold in
Australian supermarkets was discovered to be fake.
The Macquarie study followed recent reports
on the questionable contents of imported honey. A
Nature Journal report recently revealed nearly half
of the imported brands available in Australian shops

were adulterated, or mixed with cheap substitutes.
These developments have put the spotlight
on counterfeit risk in the Asia-Pacific region.
Counterfeiting is an increasingly pervasive crime,
infecting supply chains across the globe and often
going undetected. Chinese counterfeiters were said
to be behind much of the adulterated honey, mixing
premium products with cheap rice syrup. Large
quantities of cheap ingredients like rice syrup are
readily available to opportunistic criminals online.
Australian honey producers in Tasmania, Victoria,
Queensland and New South Wales were implicated
www.strategicrisk-asiapacific.com < Q4 2018 ASIA PACIFIC EDITION StrategicRISK
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REPORT > COUNTERFEIT GOODS
in the fake honey scandal, which has rocked consumer
confidence and raised concerns over the food
supply chain.
THE HIGHEST PRICE
Statistics reveal the sheer scale of the global
counterfeit market. A 2016 report from the OECD
estimated imports of counterfeit and pirated goods
are worth nearly half a trillion dollars a year, or 2.5%
of global imports. Footwear was the most commonly
counterfeited item, while copyright was breached
on items such as strawberries, machine parts and
pharmaceuticals.
As counterfeit becomes more difficult to detect, risk
managers face the difficult challenge of mitigating this
risk. How is it evolving? What lessons can companies
learn from the honey scandal and similar cases? And
what is the best way to mitigate counterfeit risk?
Counterfeit risk can be deadly. Back in 2008,
it emerged that infant formula in China had
been adulterated with the chemical compound
melamine, causing six deaths and a host of criminal
prosecutions. A total of 22 companies were implicated
in the scandal, one of the largest to hit the region, but
not the last.
Steven Hather, director at the Recall Institute, says
counterfeiting is an "economic crime" that usually
affects high-value products. He says valuable products
tend to attract more effective counterfeiters. "Highvalue brands attract a price that make it worthwhile,
and low-value products are less likely to show high
levels of sophistication. Most cases see product
components replaced with materially cheaper
ingredients or parts."
He says it has become more difficult to detect
counterfeiting in recent years "as technology has
improved". He adds: "The risk has changed and
become more sophisticated. As time goes on,
technology gets better, and our testing technology
may not have kept up with the changes."
The Recall Institute provides incident response
assistance to companies affected by product recalls
and also helps companies monitor future risks.

"AS TIME GOES ON,
COUNTERFEITING
TECHNOLOGY
GETS BETTER,
AND OUR TESTING
TECHNOLOGY
MAY NOT HAVE
KEPT UP WITH THE
CHANGES."
Director, Recall Institute
Steven Hather

WHAT CAN YOU DO?
Hather offers the following advice to risk managers
attempting to eradicate counterfeit risk: "We
encourage companies to work in prevention,

FAKE NEWS: TEN YEARS OF
COUNTERFEIT SCANDALS
>

2013 UK Beef products sold by
frozen food producers in British
supermarkets were revealed to contain
horse meat, leading to mass recalls.

6

2008 CHINA Widespread adulteration of
baby food formula with chemical compound
melamine leads to six deaths. About 22
babies died from
companies were implicated in the scandal.
melamine-laced food
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and a key part of that is making sure their quality
management systems processes are in place, so
they can detect problems in their supply chain.
Second, set up good market monitoring systems
so you can detect changes in a marketplace and your
industry."
Hather believes food and beverage companies
should have a food defence plan, monitoring
suppliers and potential vulnerabilities in the
supply chain: "It is about knowing what is going
on in your industry, protecting systems and
processes, and having a food defence program
in place. It is hard to prevent tampering and
adulteration, but you can make it difficult with
prevention systems."
Hather believes tracing the supply chain is key
in battling counterfeit risk: "You need a good riskbased supply system, you need to make sure you
know who your suppliers are and they have their
own risk management in place. You need audit
processes in place for suppliers that are producing
higher risk ingredients and components. You have to
get out and take a look at their operations."
Manzhi Zheng, a senior underwriter at Swiss Re
Corporate Solutions, believes counterfeit risk has
evolved with the emergence of online marketplace
platforms, which allow for the easy sale of counterfeit
components. "It has not only become easier but
also more profitable to produce and sell counterfeit
goods," Zheng says.
Zheng agrees with Hather that more advanced
technology makes counterfeiting easier to do,
and harder to detect: "With today's advanced
manufacturing and packaging technologies,
counterfeit products are increasingly difficult to
detect visually, meaning counterfeit products
are no longer limited to cheap imitations, but
infiltrate global supply and distribution chains,
masquerading as authentic products to
wholesalers and retailers."
Zheng says risk managers should consider
recall insurance, alongside enhanced supply
chain risk processes: "With globalisation and
the growing complexity of supply chains – as well
as incentives to continually develop new
products and reduce business costs – counterfeit
products are on the rise. Risk managers need to
proactively manage counterfeiting by implementing

1,200

organisations were supplied
with adulterated cooking oil

>

>

2014 TAIWAN It emerged 645 tons of cooking oil was
being mixed with recycled oil, grease and leather cleaner
and distributed to more than 1,200 restaurants, schools
and food processors in Taiwan and Hong Kong.
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various controls within the business model and
reviewing their insurance coverage."
KEEP THE BRAND STRONG
Non-food manufacturers face a different challenge,
as fake goods mimic their products. Hans Læssøe, a
risk consultant at Aktus and former senior director
for strategic risk management at LEGO Group, says
manufacturing technologies mean counterfeiters are
able to replicate branded goods quickly.
He says companies could mitigate risk by building
their brand and ensuring customers know the
difference: "Push business leaders to identify and
build on the brand equity and go beyond selling
products. No one buys a BMW to drive from A to B.
They buy because of the look and feel of it, and the
satisfaction of being a BMW owner."
Læssøe says manufacturers must ensure product
details do not leak before they come to market.
"Look for product launch leaks and get them
'plugged' to avoid counterfeiters knowing about
your new product before it hits the market. In one
incident, a prestige launch of a product came a
week after the launch of the counterfeited version
of that same product. The company in question

"COUNTERFEIT
PRODUCTS ARE NO
LONGER LIMITED TO
CHEAP IMITATIONS,
BUT INFILTRATE
GLOBAL SUPPLY
AND DISTRIBUTION
CHAINS,
MASQUERADING
AS AUTHENTIC
PRODUCTS TO
WHOLESALERS AND
RETAILERS."
Senior underwriter,
Swiss Re Corporate
Solutions
Manzhi Zheng

~42%

of major oregano brands
contained olive leaves

2017 AUSTRALIA An investigation by
consumer magazine Choice revealed only
5 out of 12 major brands were 100% oregano,
with olive leaves often replacing the herb.

obviously has serious breaches in their confidentiality
and were too slow going to market."
If a scandal hits, how can companies mitigate
further risk and handle a full-blown crisis? Swiss
Re's Zheng believes companies should identify the
location of counterfeit products, document them,
and keep samples.
She says "prompt response to recall is essential",
while a strong communications strategy can also
help. "Spokespeople should be media trained
and practice their responses during stress testing.
Manufacturers should pay special attention to
social media channels and how to effectively use
these platforms to communicate quickly with
consumers. This may involve setting up a rapid
response hotline."
Karina Rodriguez Diaz, crisis management & cyber
underwriting manager, Australasia, at HDI
Global, says companies must hire the
right consultants. "Partner up with
crisis consultants, PR experts, food
technologies and recall insurers
that can help you to manage
the situation and reduce
your exposure to
brand damage,"
she says.
"Always be
proactive in
managing a crisis –
be upfront and honest
with your customers, tell
them the facts as you know
them and what you are doing to
resolve the situation. Don't wait
for somebody else to break the bad
news for you."
JUST DON'T TRY TO SPIN IT
Following this year 's honey scandal,
the Australian producer Capilano drew
criticism after attempting to undermine
the accuracy of honey tests. It later
backtracked and pledged to fund for
more in-depth honey testing in Australia.
The Recall Institute's Hather says
companies "should not lose sight of
the real problem" and attempt to
spin their way out of a problem.
"At the end of the day, the customer is
not getting what they paid for and that's
a problem. It is dangerous for companies
to argue their case and say the science
on testing is not valid."
He says there is no key to restoring
consumer confidence, but adds
honesty is the best policy. "The
best approach is to be open and
transparent about problems that have
occurred in your supply chain.
Be clear about what
you're doing to
make sure it doesn't
happen again."
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SPECIAL REPORT > BUSINESS TRANSFORMATION

Drive the digital revolution
It is no longer optional. If businesses don’t want to be left behind,
they need a digital strategy. Risk managers may struggle to take
the driver’s seat but it is possible to steer the conversation.

D

igital innovation can transform entire
industries, practically overnight. Five
years ago, not many of us would have
turned to a ride-share company like
Uber or Lyft for our journey home. Yet the
Silicon Valley giants have transformed
the transport sector in a flash, rendering minicabs nearly
obsolete in some cities. Smart, nimble tech entrants
have disrupted a host of other sectors in recent years,
dominating retail, TV and food delivery. How many of us

26

switch on Netflix instead of going to the cinema? Or opt
for a Deliveroo rather than dining out?
As such, traditional business models have been
redefined in the modern world. In an era of rapid
digital transformation, companies risk being the next
Blockbuster Video or Toys R Us, if they allow themselves
to be left behind in the wake of digital innovation.
Companies in every sector need to embrace digital
developments, and risk managers should be part of
assessing the landscape. But how involved are risk
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In association with

managers in digital strategy? How are they responding
to new ways of doing business? And what risks come
with a digital transformation strategy?
A survey conducted by StrategicRisk Asia-Pacific
and global insurer AIG reveals risk managers are yet
to embrace digital innovation fully, with respondents
saying they were yet to adopt key emerging
technologies. Less than 80% of respondents have
implemented cloud computing, while just 40% said
their company used big data. Slightly more than 20%
said their company used artificial intelligence.
Nearly 50% of risk managers said the risk function
within their business had “little to no impact” on their
company’s digital transformation strategy. While 24%
said the risk function was “not involved”. A further 6%
said they had an “insignificant” role. A total of 15%
said they had a “minor” impact, and 52% said their
involvement was “moderate”.
What prevents risk managers from being involved in
digital strategies? One risk manager said they had “nil
representation or support with management”. Another
said: “Risk management is critical but is not always fully
considered by IT teams.” Another added: “Management
does not treat risk management as important in their
decision-making process.”
The survey results reveal risk teams have more work
to do to ensure digital transformation is viewed through
a risk management lens. Without risk management
input, companies could pursue dangerous strategies, or
fall behind on innovation. Sector experts say risk teams
must join the digital conversation.
NO PAST TO DWELL ON
Senior risk consultant Hans Laessoe, founder of AKTUS
and former director of risk management at LEGO
Group, believes “companies that do not leverage
digitalisation run a significant risk of being obsolete –
before they know it”. He says every industry is at risk
of being disrupted. “These technologies are spreading
rapidly, but they are still in their infancy. Today online/
mobile banking is common and not something we
think much about – we just do it. Imagine an Uber or
Airbnb of banking where blockchain technology makes
the banking or money trading industry obsolete as
everybody seamlessly deals with everybody without
costly institutional ‘middlemen’.”
Patrick Smith is the global insurance and business
resilience leader for online food delivery service
Deliveroo. He warns companies in every sector to
“digitally transform or die”. He believes too many
traditional companies are focused on old methods and
short-term results, rather than looking to the future.
Tech-driven start-ups do not have that burden, he notes.
“A key strategic decision for mature organisations
is to balance the need to deliver short-term
results funding outdated, or soon to be outdated,
technologies, and to adopt a future-proof technology
investment plan. The advantage start-up competitors
have is that they are not faced with this choice.”
Smith believes digital transformation will become
even more pronounced in the next few years as
customers expect an easy delivery of products and
services. “Consumerism is king, and the end-user
expectation is increasingly geared to technology-

50%

enabled execution; whether that be in retail,
services or infrastructure and the connected
of risk managers said the
home or workplace.”
risk function had “little
to no impact” on digital
Digital transformation also brings new risks,
strategy
changing the makeup of a company. Cyber risk
is well-documented, but people risk should also
be looked at differently, Smith says. “It is almost
counterintuitive that the deeper we dive into the
technology revolution, the more prominent people risk
has become. The societal risk of skills redundancy is
matched by the strategic risk of attracting and retaining
the vital talents required to maintain, develop and
create winning tech. The need to ensure that the talent
is attracted to business building, rather than corporate
disrupting activity, is vital.”
Smith says companies need to focus on their
strengths, despite the shift to new tech. “Organisations
that completely migrate to a tech-enabled process may
run the risk of ignoring the importance of judgement,
sense-checking, gut-feel and experience. This change
in skill base and expertise is highly likely to change the
dynamic in any business, and arguably its culture and
risk profile. The risk is potentially more crucial in the
transitionary phase than it is to current or future states.”

“COMPANIES THAT
DO NOT LEVERAGE
DIGITALISATION
RUN A SIGNIFICANT
RISK OF BEING
OBSOLETE – BEFORE
THEY KNOW IT.”
Founder, AKTUS
Hans Laessoe

40%

use or plan to make use
of big data in the next
two years

IT’S OKAY TO TAKE THE PASSSENGER SEAT
How involved should risk managers be in the digital
transformation process? Jeff Yao, an experienced risk
practitioner based in Taipei, believes risk managers
can play a central role. He says: “A good digital
transformation strategy looks at both opportunities
and threats. This is in the same spirit as transforming an
organisation into a risk intelligent one. The role of a risk
manager here is to remind leadership of that.”
Yao believes digital transformation is not just for
IT teams and boardroom decision-makers: “While
the driver seat for a digital transformation may not be
reserved for risk managers, the co-driver seat for a risk
manager may not be a bad spot after all.”
Our survey reveals risk managers’ frustration at being
frozen out of the conversation. How can risk managers
become a bigger part of their company’s digital
strategy? Yao says risk managers have to be “plugged
into the strategic planning processes and business
decisions” made by the top team. “Through horizon
scanning of potential risks, their mitigating measures
can be shared, in real-time, with key decision makers.”
Laessoe thinks it is not the risk manager’s role to steer
digital transformation but risk teams “should ensure that
uncertainties are taken duly into account – both in terms
of risks to mitigate, and opportunities to pursue”. “They
must analyse backwards to see what the consumer
really wants and find new ways to provide that.”
Meanwhile, Smith believes horizon scanning, and
reporting insights to boardrooms will be valuable to
companies. He says leading risk managers of the future
“will become absolute experts in digital technology and
its value to the business model and growth imperatives”.
Smith adds: “Long gone are the days where digital
technology and capability and its risks were the sole
province of the IT department. The risk manager
of tomorrow will become vital to strategic success
by developing a leading understanding of digital
opportunity, application and risk.”
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EXPERT VIEW: BE PROACTIVE IN PREPARING FOR THE INEVITABLE
Businesses are, albeit in some cases gradually, moving into the digital age. Risk managers must work to build a holistic
team that can ensure strategies are successful and resilient to cyber crime, say AIG’s Sheri Wilbanks and Liam Pomfret.

Sheri Wilbanks, Global
Innovation Lead, AIG Client
Risk Solutions

Liam Pomfret, Cyber Lead
for Southeast Asia and
New Zealand, AIG

28

Organisations of all shapes and sizes are on
digital transformation journeys of varying
degrees. Traditional business models are
being transformed for the digital age and
technology start-ups are bringing new and
fierce competition to the marketplace.
Digital strategies are being developed in
response and the question is, what role
should risk managers play here?
Our survey developed with StrategicRISK
suggests that a healthy proportion of
businesses are currently or plan on using
new and advanced technologies – cloud
computing, big data, the internet of things
(IoT), automation and AI; but only 50% say
that risk management has a moderate
impact on ensuring that their company’s
digital transformation strategy is successful.
Our view is that risk managers play a vital
role to this strategy. They have an overarching
and holistic view of the organisation’s
potential risks and vulnerabilities, including
regulatory implications for a specific digital
or technological choice, and will have insight
on emerging trends. These form an important
part in ensuring the resilience of a company’s
digital transformation strategy.
And as more businesses become
digitally advanced, their vulnerability to
cyber-related attacks will likely increase.
Take data breaches as an example. Most
departments within an organisation will
generate or house some form of data:
whether it is finance, who may collect
and have access to sensitive customer
information; or HR who may collect personal
information on members of staff.
As the conduits for effective risk
management across the business, risk
managers will be able to assist technology
colleagues in mapping their critical data
assets and identifying vital information:
who has access to what data; what level
of authority and permissions have been
granted to who; and do business partners
have access.
Cyber risks have also evolved, becoming
more complex and interconnected as

technologies such as the IoT, AI and
automation gain momentum within
businesses. Attacks can manifest in several
ways, widening the scope of damage
causing, for example, damage to reputation,
business interruption if critical systems are
shut down, and physical damage.
Cyber criminals are highly motivated,
well-resourced and appear to be one
step ahead of the curve. They have the
capabilities to take control of entire systems,
causing fires, physical property damage and
injury. They can infiltrate systems and change
critical codes or recipes, or release goods to
the wrong people. And they can steal data
and publicly share sensitive customer details,
as was the case with SingHealth.
21st century cyber-attacks are fastevolving and extend far beyond financial
damage. And unlike some traditional risks,
cyber threats and the associated controls
need to be assessed regularly to keep
up with the relentless onslaught of new
threats. Indeed, managing the risks calls for
a holistic and joined-up team, made up of
internal stakeholders and external experts,
including IT forensic personnel, lawyers and
crisis communication.
Insurers play a critical role here and are
evolving their solutions to ensure they are
fit for the complexity of cyber risks. Many of
their solutions now provide access to critical
teams made up of the external experts
mentioned above.
AIG has gone a step further with its
policies and wordings, which have been
written to include protection against physical
damage. We have provided cyber-related
solutions for the past decade and pride
ourselves on our end-to-end support. This
includes helping risk managers measure
and model cyber risk in economic terms via
proprietary tools; and assist in planning for
what seems to be the inevitable.
At AIG, we see ourselves as a key
member of a risk manager’s holistic team
as they progress through their digital
transformation journey.
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Don your cyber armour
A cyber attack can be crushing. Yet three-quarters of risk managers
surveyed say their business does not having a cyber response plan ready
to go in the event of a disaster. Don’t be fooled – it can happen to you.

C

yber risk poses an immediate threat to
companies all over the world. Highly
visible and malicious attacks occur
with alarming regularity, making cyber
risk one of the most challenging issues
for risk managers today. It can take
months, or even years, for companies to recover from
a single cyber attack, with huge financial damage
and operational disruption.
The Asia-Pacific region has seen several
high-profile cyber attacks in 2018, including the
significant breach of Singapore’s health system in
July, which affected 1.5 million people.
A devastating attack also hit Hong Kong airline
Cathay Pacific earlier this year. During the attack,
details of 9.4 million Cathay Pacific customers were
stolen, including passport numbers, dates of birth,
and Hong Kong ID data.
Attacks cause significant financial and reputational
damage, and the fall-out from an event can spiral
quickly out of control. Yet, despite an ever-growing
number of attacks, a recent study conducted by
StrategicRISK and AIG reveals many companies do
not have preventative measures or a response plan in
place. In the face of increasingly sophisticated cyber
risk, are companies prepared for the inevitable, or
burying their heads in the sand?
HEAD IN THE SAND
According to our survey, 13% of companies have no
cyber response plan. A further 13% said their plan
was “articulated but not yet implemented”. While 38%
said their cyber response plan was “in the process of
being implemented”. Just 27% said they had a welldeveloped and rehearsed response plan.
Risk managers are also reluctant to use cyber
insurance. Two out of five risk managers said they
had no plans to take out a policy, while just 22%
have coverage.
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Paul Looker, former risk manager at job search
website Seek, and now chief executive of risk
consultancy Cybassurance Pty, says there is a
“general sense from organisations, both large and
small, that they will not be a target”. He says this
“de-prioritises cyber risk, and therefore the need for
a cyber incident response plan”.
But Looker warns cyber attacks go far beyond
financial damage and IT disruption. “Apart from
direct financial loss, cyber attacks can drain
significant time and energy from an organisation,
which has an often significant opportunity cost.”
He adds reputational damage can have a long-term
impact, while poorly handled cases can have
“flow-on effects”.

SURVEY: HOW SERIOUSLY IS CYBER
RISK VIEWED IN YOUR BUSINESS?
Results from StrategicRISK and AIG’s cyber risk survey
reveal a lacklustre attitude for implementing a risk
response plan, and unwillingness by many businesses
to commit to a specific cyber risk insurance.

HOW WOULD YOU DESCRIBE YOUR CYBER RISK
RESPONSE PLAN?
No formal cyber
response plan in
place 13%

Cyber response plan
implemented, regularly
tested and updated 9%

1.5m

KEEP IT BASIC, BUT KNOW IT
How do companies ensure they have
the right controls in place? Looker
says businesses need to conduct
people were affected by
cyber risk assessment and
Singapore’s
health
Cyber response
system data breach
remediation
work and have their
plan articulated
this year
assessment audited by an independent
but not
third party, to “truly understand
implemented
residual
risk”.
13%
Well-prepared companies are likely to
Cyber response
minimise damage when an attack hits. Craig
plan implemented
Searle, the co-founder of cybersecurity
and communicated
consultancy Hivint, says businesses should
Cyber response
throughout the
have “basic” and “non-negotiable” strategies
plan articulated and
organisation
in place.
in the process of being
27%
He adds: “Fundamental controls don’t
implemented 38%
require large investments, and when implemented
correctly, go a long way to mitigating exposure.
Things like application whitelisting, multi-factor
authentication, and proper patching procedures
might not be the sexiest security strategies, but
WHAT ROLE DOES CYBER INSURANCE PLAY IN YOUR RISK
they work.”
MITIGATION STRATEGY?
Searle says risk managers should tailor their
cyber control and response plans, and become
We have a STANDALONE
part of the conversation in their business. “This is
We are NOT
cyber insurance
where risk managers can take the lead and identify
considering
policy 22%
the specific organisational issues that require
buying cyber
additional investment.”
insurance
Susie Jones, co-founder of Cynch Security,
We’re
40%
and former risk manager at Australia Post,
CONSIDERING
says the Office of the Australian Information
buying a
Commissioner is a useful source of cyber
standalone
response tips. While planning and procedure are
policy in the
crucial, Jones says staff need to be well-versed in
next year 36%
their company’s response plan.
“The most important point to remember
when considering cyber risks and response
plans is that people are at the centre of everything.
This means that you should test the plans
We HAD a standalone policy but have not
thoroughly and often. Every time a person
renewed/do not plan to renew 2%
noted in your plan leaves or changes role, it should
be tested.”
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Jones says testing should “become second
nature to more than just your response team”. She
adds: “This means dedicating the time to teaching
everyone involved how to act, without needing to
refer to a document.”
Jones says our survey results highlight “a
disconnect between general risk managers and
those responsible for cybersecurity within these
corporations”. She adds: “One potential reason for
this is the common belief that by moving technology
off premises and to a cloud solution, the risk is
transferred outside of your sphere also. This is
simply not the case.”
“Risk managers need to help their business
to realise that the risk doesn’t transfer with
cloud adoption, but at best transforms into a new
set of risks they still need to manage. There have
been a number of well-publicised data breaches
this year that have highlighted this dangerous
belief in the ability to outsource cyber risks to
third parties.”

“IT IS THE
COMMON BELIEF
THAT BY MOVING
TECHNOLOGY OFF
PREMISES AND TO
A CLOUD, THE RISK
IS TRANSFERRED
OUTSIDE OF
YOUR SPHERE.
THIS IS SIMPLY
NOT THE CASE.”
Co-founder,
Cynch Security
Susie Jones

PROTECT YOURSELF
Insurance can also play a role in helping
risk managers combat cyber risk. Jones
says insurance policies do “begin to
address” cyber risk. But cyber
insurance is just one part of
the solution, “amongst a raft
of controls that a business
needs to have in place”.
Peter Jackson, senior
director, Asia region, at Lockton
Wattana Insurance Brokers, says
insurance can help companies with
cyber controls as well as their
response plan.
“Many insurers offer
breach support services
and breach prevention
advice. More could be
Cathay Pacific customers’
done to make clients
information was stolen,
including passport
aware, not only of the
numbers
overall risk, but of emerging
cyber risks, which are changing
all the time.”
Jackson believes insurance can help
add another layer of protection for businesses –
before it is too late.
“Cyber is one of the most ubiquitous
risks, facing almost every company. Much
of what happens is out of sight and therefore
out of mind. Most companies have no
experience of what a major cyber attack
is like until they experience one
first-hand. Cyber insurance provides
both financial protection and rapid access
to expertise.”

9.4m
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REPORT > DATA ANALYTICS

Crunch time
The risk industry remains
reluctant to harness the
immense power of big data,
despite the crucial role it could
have in risk quantification,
mitigation, scenario analysis
and much more. Time to dig in.

B

ig data, the gathering and analysis of
huge volumes of information, is integral
to modern business, with companies
across the globe harnessing the power
of statistics to make informed decisions.
While some industries, such as banking,
have always relied on data, companies in every
sector are exploring ways to use information to their
advantage. Number-crunching artificial intelligence
programs and teams of data scientists are key to
nearly every major corporation in the 21st century.
Data analytics is a vital weapon for risk managers to
assess performance and operational risk, from internal
fraud to climate change to supply chain management.
Data is likely to play a crucial role in helping corporates
identify, quantify, measure and monitor risk,
transforming the way it is presented to boardroom
execs. But for many risk managers in the Asia-Pacific
region, the data analytics revolution is yet to take off.
According to a survey conducted by StrategicRisk
Asia-Pacific in Singapore, risk managers are yet to adopt
data analytics on a wide scale. About 50% of attendants
at The Knowledge Singapore in October said they used
data analytics on an “ad hoc” basis. Meanwhile 20%
said they were not using data analytics at all. A shocking
20% of our audience said they had no plans to use
data analytics at this stage. And 30% said they were not
undertaking steps to improve their use of data analytics.
NOT JUST FOR THE NUMBER NERDS
And yet, despite the slow uptake, risk managers do see
the value in data analytics. About 60% of respondents
to our survey said data could be used to help with
risk quantification, and more than 50% said it could
support key risk indicator (KRI) tracking. About 40%
said it could help with simulation and scenario analysis.
The benefits of new technology and data analytics
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are clear to see. So why have so many risk managers
in the Asia-Pacific region held back from using data
analytics? What are the potential benefits, and will it be
an integral part of risk management roles in the future?
PARIMA board member Gordon Song believes
some risk managers do not know where to start on
data analytics, and dismiss it as a specialist discipline.
Song says: “I suspect many risk managers do not
understand what data analytics is to start with and
do not know where and how data analytics can be
deployed in risk management. People tend to think of
‘data analytics’ as a black box discipline only availed to
geeky data scientists; in reality, data analytics can be as
simple as doing a pivot table on an Excel spreadsheet.”
Patrick Abdullah, vice president, enterprise risk
management for investment company Astro Overseas
Limited, sees that some companies have been slow
to integrate data analytics, while some risk managers
simply “lack the initiative” to tackle data. He says a
lack of proper training could also be to blame: “There
is a lack of experience among many managers on how
to assess data trends to draw informed conclusions.”
NEED ACCESS, EXPOSURE, RESOURCES
Abdullah says risk managers should approach the
topic with the support of executive management. “It is
very important that risk managers are able to access
data trends related to the scenarios they are analysing.
The buy-in must come from the leadership teams. Risk
managers must have the right skill set and exposure to
be able to use data analytics to their advantage.”
Data analytics are not used “anyway near as much
as they could be”, says Mark Wilson, a director at
Risk 20/20. “Commonly, risk teams are too stretched
to resource these projects, despite wanting to find
smarter ways of doing things.”
Wilson calls on companies to make their case
to boardrooms. “Strong business cases to invest in
analytics can usually be made based on cost savings.
It also helps to have some exposure to data analytics
to appreciate the other potential benefits, such as the
insights they can unlock that traditional work methods
simply cannot.”
KPMG risk consultant Chris Corless is surprised at
the Singapore survey results. “What many of us are
doing in the name of risk management is no longer
adequate. Data analytics is a key part of the solution.”
He says current approaches to monitoring risk are
flawed and the industry suffers from a lack of skill set. As
part of the solution, he says companies could introduce
analytics with the help of external advisers, “perhaps
with pilots bringing in skills sets from outside your
organisation, or perhaps running specific hackathons
to bring in expertise from a completely different angle.
Once you have a proof of concept and see how it
can work, I think risk leaders will be better placed to
understand how best to organise their teams and what
skill sets they need to start migrating to.”
Corless says risk teams could learn from other
business divisions already using big data: “Most

DASHBOARDS: YOUR RISK O’METER
While data analytics can help risk managers spot potential danger,
it is also an effective way to deliver information.
Data analytics dashboards are
an effective way of conveying
information, bringing together
different risks and providing a
clear overview, Astro Overseas
Limited’s Patrick Abdullah says.
“A dashboard will tell you if
you are going out of alignment.
Movement on a dashboard will
tell you if a performance risk or

financial risk is doing well.”
He says risk dashboards
enable Astro to track its
performance risk and financial
risk, and are presented to the
board each quarter. “You have a
business plan, you have to track
it. Financials are one part of it,
and KPIs are another. Dashboards
help us marry the two.”

organisations I have seen lately are utilising data
analytics to help optimise business performance; they
are developing the skills and tools to do this. I believe
risk managers can utilise much of this newfound
capability, especially when starting.”

BY THE
NUMBERS
Risk managers at
The Knowledge
Singapore 2018
were asked about
their use of data
analytics

50%

use data on an ad
hoc basis only

20%

do not use data
at all

20%

have no plans to
start using data

THIS IS YOUR FUTURE
While risk managers are yet to adopt data analytics
on any meaningful scale in the Asia-Pacific region,
market observers predict it will become an integral
part of risk roles in the year to come.
Song calls on risk managers to make that shift and
start using data to improve efficiency. “It is only in
recent years that people and companies have built the
capabilities to collect, manage and use such ‘big data’.
Every risk manager needs to begin with a mindset shift
to make data an integral part of their work, and move
from a ‘reactive’ stance to a ‘proactive’ stance – this
includes thinking upstream on what data to collect,
how to collect and store it, and how to process such
data intelligently to make sense of it.”
KPMG’s Corless believes the wealth of information
available to modern companies will help teams
spot dangers earlier than ever. He expects artificial
intelligence will become just as important as human
teams in the years to come.
“As we get better at utilising machine learning
and AI, we will begin to consider a variety of analytics
that can provide early insight on changes to the risk
that we previously could not have dreamed of. But to
get there, we have to start the old-fashioned way by
leveraging the skills and experience of our people who
manage the risk on a daily basis.”
While risk managers attempt to grasp the enormity
of the big data revolution, the future is already here
for some. The rapid development of data analytics is
poised to transform the way risk managers operate,
and for some, it has already.
Song says: “Every aspect of risk management,
from identification to measurement to monitoring,
and even risk transfer, hinges on reliable and
comprehensive data models. Let me put it this
way – risk management without data analytics is
no different from ‘rolling the dice’ to manage risks.”
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SECTOR VIEW > TRADING COMMODITIES

Hot commodities
As our world gets
smaller, commodities
trading is growing
ever-bigger. And when you’re
mapping out global logistics
for valuable commodities, risk
management must be deft and
coverage watertight.

T

rading goods is as old as humankind.
And the motivation behind trading
commodities is essentially the same for
marketplaces all over the world; after all,
humans always need to eat. However, the
speed at which we trade goods and the
consumption rate of commodities is astronomically
different to that a thousand years ago.
As UN projections show the globe’s
population set to hit 9.7 billion by
2050, consistent resourcing of
commodities is more important
than ever before.
Throughout the last
century, the shipping industry
has seen a general trend
of increases in total trade
volume, according to the
International Chamber
of Shipping. Increasing
industrialisation and the
liberalisation of national
economies have fuelled free
trade and a growing demand for
consumer products. Advances in
technology have also made shipping
an increasingly efficient and swift method of
transportation. In close to five decades, total seaborne
trade estimates risen nearly 700%, from just over
8,000 billion tonne-miles in 1968 to over 55,000 billion
tonne-miles in 2016. And trading commodities via
seaborne methods has a very unique risk profile, one
that requires skilled risk management, say experts.
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A commodity risk, in its most basic definition, is the
risk that a business’s financial performance or position
will be adversely affected by fluctuations in the prices
of commodities. If you are a business producing
commodities – farmers of wheat, corn, sugar, cotton;
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SEABORNE TRADE: THE NUMBERS
LOADED (OUTBOUND/EXPORTS), 2016

6%

35% 59%
Developed
economies

Developing
economies

Transition
economies

UNLOADED (INBOUND/IMPORTS), 2016

1%

35% 64%
Developed
economies

Developing
economies

Transition
economies

WORLDWIDE TONNE-MILES COVERED

55,000 BILLION

687.5%
Increase in
seaborne trade

8,000 BILLION
1968

2016

On the flip side are the consumers of commodities,
such as airlines, transport companies, clothing
manufacturers and food manufacturers, who are
primarily exposed to rising prices.

energy firms producing oil, gas, electricity; or mineral
producers of gold, silver, platinum or rhodium – your
exposure to risk occurs primarily within price falls. In
other words, you will receive less revenue for the same
level of commodities produced.

A DIZZYING RISK PROFILE
Transit risk is a major aspect of the commodities
trading. Sundeep Khera, head of marine cargo and
hull, South Asia, for AXA XL, a division of AXA, explains:
“If we look at agricultural commodities, they are not
inherently dangerous in the same way as oil is, so
they do not carry the same risk in transportation.
But if they are not carried properly, under the correct
environmental conditions, the risk is significant that
some or all of the produce could be spoiled.”
“Damage to goods is one problem, but the risk of
food quality off-specification is more significant. There
are strict laws about food grade and that’s the biggest
risk for a lot of trading companies. If the commodities
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SECTOR VIEW > TRADING COMMODITIES
SOFT COMMODITIES: WHEAT, COFFEE, SUGAR, FRUIT. METALS: GOLD, SILVER,

PRICE RISK: FROM AN ADVERSE MOVEMENT IN THE PRICE OF A COMMODITY,
CAUSED BY FORCES OUTSIDE THE CONTROL OF THE ORGANISATION
QUANTITY RISK: FROM CHANGES IN AVAILABILITY OF COMMODITIES

BRINGING HI-TECH TO THE HIGH SEAS
Innovations are utilising advanced, digital technology to revolutionise
supply chains, bringing enhanced transparency and efficiency.
One innovation in the pipeline is
heralding a new era for supply chain
issues in shipping. While unable to
share the exact details of the project
due to confidentiality, AXA XL’s
Sundeep Khera says: “AXA XL is trying
to see how technology can help us
to have more visibility in the whole
supply chain. We do use tracking
systems and tracking devices to track
the whole supply chain, especially for
high-value commodities.”
He says the team is hoping to be
able to roll out the technology to
clients in the near future.
In a similar vein, the
Commonwealth Bank of Australia
announced in July 2018 that it
had successfully shipped and
tracked 17 tonnes of almonds from
Sunraysia in Victoria, Australia, to
Hamburg in Germany in a blockchain-

36

based collaboration between
Commonwealth Bank and five
Australian and international supply
chain leaders.
The team used a new blockchain
platform underpinned by distributed
ledger technology, smart contracts
and the internet of things (IoT) to
facilitate the trade experiment,
tracking the shipment from packer
to end delivery in parallel to existing
processes.
The platform digitises three key
areas of global trade – operations,
documentation and finance – by
housing the container information,
completion of tasks and shipping
documents, on a purpose-built
blockchain.
Partners were able to view and
track the location of the shipment,
as well as understand the conditions

inside the container, such as
temperature and humidity, via four IoT
devices. This level of data provided
partners in the supply chain with a
greater level of transparency and
efficiency regarding the location,
condition and authentication of the
goods being transported.
Emma Roberts, supply chain
manager for Olam Orchards Australia,
says: “Trade inefficiency can be
extremely detrimental to our business.
It is vital that as an industry we look
at emerging technology for ways to
enhance the supply chain and develop
a more transparent and efficient
platform. This project has shown that
with collaboration from all parts of the
supply chain this can be achieved.”
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very active year. Nat-cats and large/outlier
losses, such as the Tianjin port explosion
in 2016, have demonstrated the need for
the cargo market to price realistically for
such losses and develop risk adequate
premiums.”
Another potential risk that requires
careful planning and handling is theft,
says Khera.
“We have seen certain types of
refined/semi-refined fuels either
being pilfered by pirates or even being
misappropriated by those who have
been trusted with its custody during
transportation. These incidents are quite
frequent in West Africa and also in South
East Asia. In addition, certain oil products
are more easily sold because you can’t
trace them. That is a big risk for commodity
traders and is something that we work with our
customers to manage the risk of at AXA XL.”

arrive in a partially damaged condition, the food and
beverage companies will completely reject these
shipments, declaring the risk too significant for their
business. At AXA XL, we are very aware of this and try our
best to cover all these risks in a marine policy that fits
the customer.”
One huge risk inherently associated with trading
energy commodities is fire. Oil and gas are highly
flammable if not carried in the correct conditions and
handled properly and carefully.
In a recent report, Sean Dalton, the International
Union of Marine Insurance Cargo Committee chair,
said: “Containership fires and the increasing occurrence
of mis-declared cargoes is a worrying trend. The fire
onboard Maersk Honam, which tragically killed five
crew members, is the most recent example of this issue
and the loss is likely to generate the largest general
average claim in history. As vessels continue to grow
larger, the accumulation of cargo values, coupled
with the increasing risk of onboard fires, needs to be
addressed urgently by all stakeholders.”
In addition to fire risk, Dalton also noted: “The cargo
insurance market is starting to firm but it still has a
way to go. Many cargo accounts were severely affected
by events in 2017; and 2018 looks set to be another

GETTING YOU COVERED
When it comes to buying insurance, Khera says there
are many options available for different customers’
needs. “At AXA XL, we can cover the ship itself, with
hull and machinery insurance. So the shipowners
who carry these kinds of commodities are insured
by us. We offer insurance covers to both sellers and
buyers depending upon the terms of trade between
them, more commonly known as INCO – international
commercial – terms. Double insurance may arise
where a buyer on CIF terms may not be confident of
the financial stability or claims settling integrity of the
insurers selected by the seller.”
For new clients in this space, Khera says asking
the right questions is vital to getting the coverage
you need. “When we pitch for new clients, or when
new clients come to us and say: ‘We’re exploring our
options for a new insurer,’ then we encourage them
to ask us questions, such as: ‘What is your experience
in risk profiling commodities supply chains? What
do you think are the key risks? What can you do,
compared to the other insurers?’ Answers to these
questions tell prospective clients how we are able to
be different from other insurers.”
“We also take the time to show them our
experience, what we done with other clients and how
we manage it, and then the teams behind it all, how
much experience we have individually and as a group.
Yes, ultimately, it can come down to competitive
pricing, but it is value-added services that show the
client we are different.”

COST RISK: WHEN ADVERSE MOVEMENTS IN PRICE AFFECT
BUSINESS COSTS POLITICAL RISK: FROM COMPLIANCE OR
REGULATION IMPACTS ON PRICE OR SUPPLY OF COMMODITIES

• can increase
sales revenue for
producers – which in
turn can lead to an
increase in the value
of the business
• could increase
competition as
producers raise
supply to benefit
from the price
increases and/or
new entrants seek
to take advantage
of the higher prices
• can reduce
profitability
for businesses
consuming the
commodities (if
the business is
unable to pass on
the cost increases),
potentially reducing
the organisation’s
value

FALLING
PRICES:
• can decrease
sales revenue for
producers, possibly
damaging the value
of the organisation
• can reduce
or eliminate
the viability of
production – e.g.,
primary producers
may alter production
levels in response to
lower prices
• may decrease
input costs
for businesses
consuming these
commodities,
thus increasing
profitability and
in turn possibly
increasing in value
of the business
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'One of the most complex
losses in recent history'
The chemical explosions that devastated China's Tianjin port killed 173
and created business interruption on an almost unprecedented scale,
says Scott Reichelt of claims manager Crawford & Company.
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n August 12, 2015, two massive
explosions rocked the north-east
Chinese port city of Tianjin, home
to 15 million people. They left
behind an enormous crater and
caused an inferno that damaged and
destroyed warehouses, containers and thousands of
cars. The explosions devastated a vast area of the
port – at the time the tenth largest and sixth busiest
in the world.
The warehouse at the centre of the blast stored
hundreds of tons of hazardous chemicals and sodium
cyanide was found as far as 1km from the site.
Hundreds of local residents were evacuated and a
3km exclusion zone was imposed. The death toll was
eventually counted at 173, with more than 700 injured.
Crawford Global Technical Services (GTS) adjusters
were on the scene shortly after the incident occurred
and continue to handle claims to this day for many
multinational corporate clients and insurers from
both the Chinese and Japanese markets. The
adjusters were able to get a reasonable feel for
the extent of damage sustained from outside the
exclusion zone, which included many uninsured
private apartment buildings.
A huge challenge came from multinational and local
manufacturing facilities within the five-mile blast band.
They suffered damage from the explosions’ shockwaves,
such as broken windows and distortion to external
walls, roof panels and other structural elements. Escape
of water claims occurred from ruptured sprinkler
systems, which production machinery was severely
shaken, requiring repair/recalibration.
However, with factory closures and supply
chain disruption caused by environmental safety
concerns relating to toxic gases, it was the business
interruption issues that would have the most
lasting effects.
DEADLY CHEMICAL MIX
The adjusters were allowed inside the exclusion
zone by August 25. Risk managers of Crawford

THE WAREHOUSE
DEVASTATED BY
THE EXPLOSIONS
WAS EVENTUALLY
DISCOVERED TO
HAVE CONTAINED
OVER 40 KINDS
OF HAZARDOUS
CHEMICALS.

& Company’s multinational accounts had been
contacted immediately after the explosion happened,
and they were briefed regarding the situation and
their potential exposures.
Several of them had cargo passing through the
port (including around 10,000 new vehicles) and
our inspections revealed what, for many, became a
total loss.
The warehouse devastated by the explosions
was eventually discovered to have contained
“over 40 kinds of hazardous chemicals”, according
to police spokespeople, including sodium cyanide
in quantities well above what was permitted. In
addition, ammonium and potassium nitrate were
present in large quantities, with investigators
concluding that this, in combination with the
highly volatile gas acetylene, may have caused the
detonation.
The Chinese authorities have since conducted
an investigation that has resulted in significant
tightening of the regulations around hazardous
materials. The result has been a slow down for
businesses using the port due to strict licensing
issues, meaning any business involved in chemicals
will now have to jump through considerably more
hoops than before.
Licences have had to be re-applied for a much
stricter regime, which from an operational standpoint
has created a bottleneck for businesses importing
raw materials or using the port; they have had to find
workaround solutions that are often much slower or
more expensive.
LOCAL OPINIONS WIN OUT
Local laws involve a fronting insurer in China,
which means that despite the fact that there is
very little retention in the local market, there is an
assumption that the claim must be adjusted based
on a local understanding, even if reinsurers or
captives have a different opinion about how the
policy should operate.
An example of how this can create problems was a
claim in which a company was not covered for BI; but
it had an endorsement for increased costs of working.
It wasn’t covered for business losses, but it was for
costs to mitigate any potential losses. This was always
the intention of the local Chinese insurers, which said
you can’t have increased costs of working without
normal gross profit cover.
This led to the conclusion there shouldn’t be any
payment made if the loss had already been mitigated
by increased costs of working cover.
In another example an organisation with raw
materials on the dock were destroyed. It didn’t
have any physical damage at its manufacturing
facility, but it couldn’t import materials without
sourcing from an alternative port; this cost money.
Because the port then didn’t reopen, the organisation
had to continue incurring this additional cost.
After the replacement of the damaged stock,
there was no cover for the continuation of that
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supply from the alternative port.
There was no ‘damage to property’ trigger in the
loss, and while the organisation believed it had plenty
of increased cost of working cover, because the loss
didn’t flow from damage to its insured property, it
wasn’t entitled to a payment.
The explosions that occurred in Tianjin are likely to
constitute one of the largest insured man-made losses
to date in Asia. It will certainly be considered one of
the most complex insurance and reinsurance losses in
recent history.
It is probably a fair bet that the operation of Tianjin
will never return to its full pre-loss capacity because
of the restrictions placed on what can be moved and
stored there. This could cause overreaching issues for
manufacturers in the area, changing their business
models forever.
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THE CLAIM MUST
BE ADJUSTED
BASED ON A LOCAL
UNDERSTANDING,
EVEN IF
REINSURERS OR
CAPTIVES HAVE A
DIFFERENT OPINION
ABOUT HOW THE
POLICY SHOULD
OPERATE.
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Do you have
what you need
to navigate a
complex world?
You can.
AIG’s multinational capabilities go beyond insurance, helping you achieve your risk and
contract certainty objectives. Our global network of over 215 territories is backed by over
500 dedicated multinational experts. In every country you do business, you can count
on expert local knowledge and insights. Our innovative technology and unique solutions
unlock benefits like expert program design, streamlined process, and global visibility of
your claims trends. And our service is unmatched. Let’s get your AIG multinational program
going. Visit www.AIG.com/multinational

Local expertise, worldwide.
All products and services are written or provided by subsidiaries or affiliates of American International Group, Inc. or its network partners. Products or services may not be available in all jurisdictions,
and coverage is subject to actual policy language. Non-insurance products may be provided by independent third parties. For additional information, please visit our website at www.aig.com.
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